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Foreword
Since the rise of Bitcoin into popular conception, there has undeniably
been a lot of activity in the blockchain space. New projects rise and fall,
novel ideas are debated and discarded, huge funding is raised and spent.
Hopes have been raised the world over for new paradigms in information
systems to emerge and solve the longstanding problems of trust and
transparency that have come to characterize the conventional Internet. 

Until today, most of these remain only hopes, not fully realized solutions.
The world still awaits for the day when blockchain makes good on its
implicit promise to transform our world into a better place. 

Asaprofessor,Ihavekeptaclosewatchontheactivityinthisfield,with
passionate interest. 

It is an unfortunate reality that for every one blockchain project which
takes some substantive step forward, there are ten which stand still or
even lose ground, and perhaps a hundred which only hoped to raise funding
on false promises which were always intended to be squandered. This is
not necessarily unexpected. Perhaps any nascent technology which is so
poorly understood, and which so easily lends itself to the promise of quick
riches, should attract such an array of characters, including charlatans
alongside the more honest and genuine practitioners. 

ZooBC
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We do not wish to discourage anyone who has an interest in pursuing a
career or considering a startup in blockchain. On the contrary, there is
no better time since the value of blockchain projects has become a lot
more apparent given the social distancing brought about by the Covid-19
pandemic. What is interesting is that those projects that are going from
strength to strength are the ones that address the secure distribution
of trust and those that serve the underserved. The talents behind these
projects not only have a better understanding of what the technology is
capable of doing, combining with their sense of mission, but they also
seem to be thriving and gaining traction in this second wave of growth. 

Despite a massive and unproductive amount of noise and churn, and millions
of invested dollars burned on the same, there are still many intelligent
people working relentlessly to pursue their goals, especially on the technical
front. This effort takes the form of a collection of meaningful projects,
each of which represents some incremental step forward. By these steps,
we gradually learn over time which formulations and algorithms are
actuallysecure,efficient,andpracticaltoachievethesecureddistribution
of trust. All these are possible by learning from our own and the mistakes
of others. The highest flight of human wisdom is the admission that the
only thing we can know is that we know nothing, except to continuously
observe the purity of intention and the sense of mission. 

In this spirit, I would like to introduce the ZooBC project. 
There are certainly large problems that stand in the way of making blockchain
conducive to w idespread adoption: u nlimited scalability, general
computationandstorage,fulluserprivacy,legalramificationsofdigital
representation of physical objects, and many others.
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 nfortunately, in the “gold rush” to find solutions to these large issues,
U
many have stopped short of taking the time to address some of the more
obvious sharp corners of the technology. 

Some of the things standing in the way of blockchain’s adoption are not so
grandiose: how long must you wait for the blockchain history to download on
your computer? How much hard drive space must you allocate to facilitate
the eventual unlimited growth of the data? What is a node operator’s realistic
chance of being rewarded in tokens for having served the network? 

ZooBC has its own unique vision for how to address the aforementioned
large problems in the long term. This is true of many projects and by itself
is not noteworthy. But ZooBC’s architects have also recognized that it is not
necessary to solve every large problem on day one to make a meaningful
contribution to the evolution and adoption of blockchain. 

Therefore,inthefirstversionoftheZooBCblockchaintechnology,theyhave
focused on addressing the lesser problems described above, along with
many others. At the same time, in building this technology from scratch,
their architectural choices have been made with a vision toward the future,
developing a foundational framework on which future incremental releases
of their technology may build to reach solutions to the big problems.
Even if only the smaller goals were achieved, this is meaningful work.
Operating a blockchain has a lot of room to become less painful, and
companies or institutions are slow to pick up a technology that is painful
to work with.

ZooBC
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In this way, ZooBC, even in its first version, may increase the usability
and reputation of blockchain in general; if nothing else, it will yield more
information about what kinds of approaches can be tried and how they
will work in the real world, knowledge of which the team is sure to
incorporate into their future work. 

With this presentation of a few new solutions to real problems comes the
hope that the architects of ZooBC will make good on their future promise
to propose and implement new strategies to address the truly large
obstacles blockchain faces. Although we only see teasers of such solutions
in this paper, I am confident that through the success of this first phase
of the ZooBC project we will all have the opportunity to see how much
further its architects and engineers are able to go in their next round of
designs. 

The team from Blockchain Zoo, and in particular Mr. Roberto Capodieci,
have been  regular participants at the Singapore University of Social Sciences
(SUSS) FinTech and Blockchain Group events. Roberto conducted the
“Distributed Tic-Tac-Toe” at the university and has been a SUSS fellow
since 2016. ZooBC has played an important role in preparing our students
for the new digital economy, of which blockchain is a major driver, and the
FourthIndustrialRevolution,and essential subjects in our bachelor and
masters’ degrees. 

I wish Blockchain Zoo the best in their project!
- David LEE Kuo Chuen
Professor, Singapore University of Social Sciences
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Preface
We are encouraged by the fact that Frankenstein has been indeed a
successful story, book and movie, as our work has pretty much followed
a similar path: born as reference material, grew into a white paper, to
then become an experimental book from the future, to enlighten the few
that are working on the lower technical levels to make decentralization
technology strong, fast, and reliable. 

The ZooBC project, like its white paper, has been an ever growing and
changing entity, as we continue to develop new ideas and designs, imagine 
new use cases and work to support them, and learn from ongoing
events with existing blockchain technologies. It was not something that
started with a single purpose and stopped at that purpose; rather, at any
pointintime,itisthereflectionofeverythingwehavelearned,andeven
though we must release a version in a single state for the network to
reach consensus, our work will continue into developing new versions
and integrating new designs and technologies in an effort to ultimately
reach the pinnacle of what is possible with blockchain. 

Blockchain Zoo, as a company, has had a similar trajectory. We have
orbited around the need to bring new intelligence and insight into the
world of blockchain, which concretely took many different iterations and
concurrent attempts, including creating a decentralized association of
blockchain professionals, running a blockchain technology consultancy,
running a blockchain software development service, launching public
information campaigns about advanced blockchain features, opening a
Blockchain-centricco-workingspaceinourblockchainZoooffices,and
now developing from scratch and releasing a novel blockchain technology. 
ZooBC
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It is not an accident that our paths have been so convoluted and circular:
Blockchain itself is new, poorly understood, and certainly operating below
its potential as a technology to transform the internet and the world. New
developments, steeped in mysterious mathematics, cryptography, and
architecture, appear every day, and must be absorbed, discerned, polished,
explained, and ultimately included into our work. Of these modern developments,
inourfirstreleaseoftheZooBCblockchain,wehavetouchedmorethan
most, but fewer than we would like; our passion for capturing them all in
one platform that can serve the future of blockchain will carry us down
yet more winding roads to discover where there is gold and where there
is none. 

As you read this book, you will see artefacts of the long and winding road
we have taken from the birth of Blockchain Zoo to the launch of ZooBC
technology, and our projections of the maps ahead. We have attempted to
condense some small part of this complicated story, and the fruits of our
constantworkandrefinementoverthelast3years,intothisbook.Surely,
if this book was published another one year or two from now (which we
intend to do in a second volume), it would be entirely different in character
and content again. So, rather than taking this book as the final word on
Blockchain Zoo and ZooBC, we hope you will see it as a moment on a
long journey, and we invite you to join us in making that journey together
toward the future of blockchain! 
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Book Highlights
April 2020 - After years of building custom blockchains (with customized
consensus rules, special transaction types, etc). We listed all of the pain
points we would have loved to see addressed on a new blockchain platform
and then decided to build it. After almost two years of work, with a team of
25 dedicated developers, we now have a beta version of ZooBC running on 
a public testnet (we plan to open source ZooBC and launch the main net in
March 2021).
Some of the innovations we have developed in ZooBC are as follows:

Compliance
Transactions can be signed
with government-issued digital
signatures
Accounts can refuse/accept incoming transactions
Read about accounts at page 47

ZooBC
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Native blockchain objects (digital twins)
Accounts can create blockchain
objects (items with fix/editable
data and properties attached)
Blockchain objects can change
ownership,
be
transferred,
updated, sold, etc.
Read about digital twins at page 51

Native escrowed transactions
Automated with centralized services
(easily creates a decentralized
exchange)
Human managed (for example,
the execution of title transfers can
be authorized by a notary)
Read about escrowed transactions
at page 62
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Cryptographic multisig
Transactions can be prepared
both on-chain and off-chain
Works hierarchically
Works natively with escrowed
transactions
Read about multisig at page 83

Liquid transactions
Send funds continuously (per
minute / per hour) with a max total
amount that can be set
The transaction can be stopped by
the sender, receiver, or escrowed
by a 3rd party
Read about liquid transactions at page 66

ZooBC
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ZooBC runs on a Raspberry Pi
Can be ported to run on a cellphone
Everyone can easily run a node
Read about creating snapshots
at page 165

The code is simple
Written for everyone to customize it
Well documented
It is easy to create with, and on
top of, ZooBC
Request access to GitHub repository
here:https://bcz.bz/gitrepo

Native distributed data storage
Data is stored in a subset of
nodes, with enough redundancy
Now only used for blocks and
snapshots (see below)
In future versions of ZooBC will be
used for transaction attachments
also
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Snapshots
Once a month the current state of
the blockchain is snapshotted
Nodes can download snapshots and
rebuild the state of the blockchain
at various point in time
Snapshots can be cryptographically
validated without downloading
the whole blockchain
Read about snapshots at page 165

A shortcut to any point of the blockchain
Special blocks (we call them spine
blocks) are created one per day
Spine blocks are cryptographically
locked from the genesis block to
the current height
Spine blocks contain minimal data
(no transactions)
Nodes can use spine blocks as a
shortcut to reach a snapshot
Read about spine blocks at page 155

ZooBC
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New nodes up and running in less than 1 hour
Thanks to spine blocks and
snapshots a new node is up to
date in a short time
No matter how old the blockchain
is, the space in a node HDD remains
manageable (2mb of data)
Read about joining the network
at page 107

Scalability (through multi chains and infra-chains transactions)
The base technology to implement
this function is already present in
V1 of ZooBC
In future versions of ZooBC:

Spine blocks will offer a shortcut
to more than one chain
Multiple chains will run sharing
the same spine blocks
it will be possible to make
transactions between chains
Read about spine block at page 155
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Decentralized applications (in next version)

Not smart contracts, but full running
applications
Subsets of nodes can run specific
applications
ZooBC can guarantee an
application-specific consensus

As you may have n otice, we are i ntroducing a lot of innovations to
the blockchain world, b ut t he core o f w hat we have done with ZooBC
is introducing a  new blockchain consensus model that we call Proof of
Participation. Please bear with me through this explanation, as it is
fundamental to our work: Blockchain was originally created to support
decentralized digital money, and the way a blockchain is secured (the
consensus model, the heart of how each node chooses which blockchain
to follow in the case of a fork) is essentially based on the value of the
blockchain “coin” or “token”. This is OK when the core function of the
blockchain is merely to manage its own token. In the current paradigm,
a blockchain is secure as long as its token is sufficiently valuable, but it
becomesasecurityriskwhentheblockchainisusedfornon-financial
cases (medical records management, know your customer(KYC), etc.)
where there is no reason for the token to hold a high value, or when a
blockchain with a valuable token is used to manage titles with a value
larger than the full blockchain economy/market cap. This applies to Proof
of Work, Proof of Stake, and most, if not all, other consensus mechanics.
ZooBC
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ZooBC’s Proof of Participation establishes a trusted peer-to-peer network
of nodes, some of which gain the right, by consensus rules, to be part of
a registry. Nodes in the registry are entitled to verify transactions, create
new blocks, and share among them the coinbase reward of new coins
generated at every new block. The time interval at which a single new node
can join the registry gets smaller as the registry gets bigger. With 1,000
nodes in the registry, a new node is accepted every 8 hours, for an average
of 3 new nodes per day. As the registry gets bigger, the time interval for
new nodes to join shortens, whereas if many nodes leave or are kicked out
of the registry, the time interval grows. This is done as a layer in the security
oftheblockchain,tomakeitdifficultforsomeonetosuddenlyhavealarge
percentage of the nodes in the registry and perform an attack. Nodes in
the registry maintain a participation score calculated by their actual
participation in maintaining the blockchain network. Failing or refusing to
participate (a node goes offline, does not update the core software, etc).
will result in a degrading of the participation score, and thus less sharing
of coinbase rewards, until the score hits zero and the node is removed from
the registry. Proof of Participation detaches the security of the blockchain
from the tokens or coins usually used as the means to safeguard a blockchain.
Measuring actual work (participation) to keep the network alive allows
adoption of blockchain technology by business models that do not need
the use of a cryptocurrency, such as a consortium of hospitals that wants
to manage medical records, government offices that need to control
documentationflows,etc.WithablockchainbasedonProofofParticipation,
they will have a secure and strong network without the need to worry about
a coin value.
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It is worth to noting that when our blockchain is deployed with a core coin,
the transaction fees collected and the coinbase reward are distributed
between all the nodes in the registry: both those that create new blocks
and those that just validate transactions. This motivates all the nodes to
always be present and do their job. In comparison other blockchains, from
Bitcoin up, give the reward only to the nodes that successfully create new
blocks, but no rewards are given to the nodes that do the very important
work of confirming the validity of new blocks and new transactions. The
cost for those nodes, Internet connection, electricity bills, and hardware
maintenance, has to be paid by the node owner on a voluntary basis. 
So, the core part of Proof of Participation is how to prove that nodes are
a ctually d oing w ork to keep a robust a nd stable P 2P n etwork. We
explored many models, did extensive tests, simulated attack methods,
and more. We cannot rely on nodes’ “opinions” of other nodes’ behavior,
as that is an attack vector that is easily exploitable and cannot be objectively 
proven. We needed something that, from the genesis block, could be
traced, telling us which subset of nodes was authoritative in proposing
new blocks, what their participation score was, and how the network’s
attitude about them changed over time, without taking much space on
the blockchain.  

ZooBC
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To accomplish this, we implemented a receipt system. In short, key
elements of the P2P data traffic are used as a means to show that the
data transited through a node. A node that receives data can digitally sign a
receipt and send it back to the originating node. If that data ends up leaving
a mark in the blockchain, that receipt shows valid work done. Merkel roots
of receipts are saved in the blocks, and when a node recognizes its data, it
can claim (by showing the receipt - that it did the work, getting the score
assigned to it. 

Here is a video that illustrates the process:
How R eceipts i n Z ooBC Work

18
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Abstract

Since the unfolding of Bitcoin, a plethora of blockchain technologies has
emerged, each approaching certain limitations of the original design. In
thesamespirit,inthefirstofwhatweintendtobeasequenceofgradual
improvements, in this paper we propose a new blockchain architecture
and generally describe its structure. Among other aspects, we focus on a
more evenly distributed block creation, a fair distribution of the network
rewards among the nodes that do useful work for the network, a reduced
blockchain download time that, no matter how bloated the blockchain
is, remains a constant, and the creation of a flexible technological base
upon which others may implement the business logic specific to their
domain. To start we explore the security and performance implications of
each new blockchain and, where those differ from ZooBC, our blockchain
technology.

ZooBC
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Disclaimer

This version of  ZooBC: New Strategies in Blockchain originated as
a snapshot in time of the ZooBC white paper: a constantly evolving
and living document. The long-term vision for ZooBC is planned over
10 years, with a new release of ZooBC every 2 years. Together with
each new release of ZooBC, we aim to release a new volume of the 5
planned volumes in this collection of “New Strategies in Blockchain”.
Enjoy the read and h elp w ith i nsights, comments, questions, and
suggestions using the book’s online interactive pages by following the
QRcodesyoucanfindthroughoutthebook.Togetherwewillpavethe
road for a next-generation blockchain and a decentralized future!


NOTE:
The Proof of Existence (PoE) of the PDF version of this
book can be found at this URL: https://bcz.bz/vol1poe,
and the PDF used for the Proof of Existence can be
downloaded from this URL: https://bcz.bz/vol1
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Disclaimer

Privacy Considerations
Before looking at the structure of ZooBC V1, we should address an
important point. Moving into the future of blockchain and decentralized
systems, there is increasing concern over the entirely-public nature of
the data on the blockchain. While privacy in ZooBC is simply handled with
data encryption, other forms of privacy management, such as zero proof
transactions, will be implemented in ZooBC V2, and they stand out clearly
in our minds as important to address in the technology as a whole. In
Appendix 2, we list the thoughts that are guiding us as we begin
designing V2 of the ZooBC blockchain technology.

ZooBC
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Introduction
As blockchains have grown from Bitcoin into a multitude of diverse
technologies, a few key problems have remained largely unsolved. Many
technologies take different approaches to ameliorate some of the issues,
but some remain unaddressed, and many others remain unsatisfactorily
solved. In the first version of our proposed technology, we do not aim to
address all of them, but address some, and lay a foundation to address
others.  A few such issues are these:
Consensus algorithms are still evolving rapidly. Broadly, consensus algorithms
of existing blockchains fall into three categories: scarcity of external
resources (such as Proof of Work), scarcity of internal resources (such
as Proof of Stake), and federated consensus models.Thefirsttwoderive
their security from

who has the most money, which is a weak security model
for a blockchain where the objects of interest are non-financial;most
federated models make security compromises around how members
are elected to, or e jected f rom, t he federation. 

ZooBC
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Blockchains typically do not reward the nodes which do meaningful work for
the network. Most chains reward only those nodes which create the
blocks but do not have a method to measure which nodes are gossiping
messages and thereby keeping the network decentralized. This is largely
because it is not easy to achieve consensus on the behavior of so many
nodes in a trustless, decentralized way. However the obvious problem
remains:aperfectlyefficientactorwilllearntocreateblocksbutnotgossip
transactions. 
Blockchains download slowly, and the length of the download depends
on the age and activity level of the chain. In many cases, such as Bitcoin
or Ethereum, the chain becomes so large that it is a large investment or
undertakingtoevenjointhenetworkto operateanode.Thedifficultyfor
a new node to join the network makes it challenging for networks to grow
large enough to have the true robustness of decentralization. 
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Introduction

 ecentralized applications running on blockchains are currently restricted
D
to either being strongly-coupled, such as smart contracts which may only
be coded in the blockchain’s language in a limited environment, or weakly
-coupled, such as external pseudo-centralized applications which read
and write important data to the blockchain as a storage layer. There is a
lot of room between these extremes to be explored, to allow the creation
of decentralized applications which leverage the decentralized network of
the blockchain and its security properties, while not being bound entirely into
a sandbox where each instance merely replicates the results of the others.

The ZooBC Project as a whole aims to analyze, experiment, and ultimately
develop solutions to these and other problems facing the ecosystem of
blockchain technologies.

ZooBC
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ProjectG
 oals

Our

long-term vision with the ZooBC project is to develop a public, scalable,
decentralized application platform and also to create a core blockchain
technology that can be easily adapted to other business use cases for
private deployments. With ZooBC V2.0, which will be the subject of a later
white paper, Blockchain Zoo is developing an approach toward decentralized
applications (“DApps”) which is radically different from the conventional
“ smart contracts” approach used by Ethereum and other
blockchain technologies. However, before working toward
this goal, we have elected to start with ZooBC V1.0, a more
conservative technology that lays the foundation for future work.

1.bcz.bz/22

Interact

This first version is similar to other existing blockchain technologies
but with a few extra key core mechanics which will be leveraged more
thoroughly as ZooBC progresses into future versions. These core functions
 ringsomeuniquevaluetothefirstversionofZooBCbutwill
b
deliver vastly more as new functionalities, such as the DApp

platform,
geo scalability, and infra-chain transactions, are
implemented (more on this in V2 of the white paper). 
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Project Goals

Thefirstmajordiversionfrompreviousblockchaintechnologiesisanew
consensus algorithm called Proof of Participation that has been architected,
engineered, and implemented by Blockchain Zoo. In the context of the
DApp platform that will be ZooBC V2.0, the Proof of Participation algorithm
gives ZooBC a large consensus-tracked set of participating nodes with
incentives to remain online, which can later be organized into s ub-federationsthatmayperformmore efficient consensus algorithms
for DApps. In the following pages, we develop the motivation
for pursuing a new kind of algorithm and show how its design
1.bcz.bz/24
logically follows from the development of previous popular
Interact
consensus algorithms. 
The second major diversion from previous blockchains is the use of a
lightweight cryptographic shortcut made of special blocks created once per
day, called “spine blocks”. This secures the state of the ZooBC blockchain
at certain checkpoints and allows n ew n odes to identify and download
the latest state of the network, cryptographically secured, without
having to download and apply all the previous blocks and transactions.
I n the context of a DApp platform, this checkpointing system
can be used to secure the state of many apps, or even many
blockchains, in one single place. For this first version of
ZooBC, its utility is limited to enabling new nodes to safely
andquicklyjoint henetworkatthecurrentstate.

1.bcz.bz/25
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The third major diversion from previous blockchains allows a user to
choose which digital signature algorithm will secure his account and to
configureanaccountsothatitrequiresapprovalto receivetransactions.
These changes are targeted at increasing the blockchain’s compatibility
with various government regulations, for example using
digital signatures recognized in court to validate blockchain
transactions and proving a user agreed to receive certain
1.bcz.bz/26
funds or assets before they are attributed to his ownership.
Interact
This paper will discuss in more detail the first release of the ZooBC
technology

(ZooBC V1.0 and enhancements toward the V2.0). For a better
understanding of the blockchain terminology used in this paper, please
refer to the glossary in Appendix 3 at page 218.
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Why Does Blockchain Technology Need
Another Consensus Algorithm?

To understand why we have opted to implement novel mechanics to secure
our blockchain, this section offers an overview of various existing consensus
algorithms. This is for those readers wanting a more detailed account of
the history of consensus algorithms and the reasons why
we thought it necessary to develop beyond existing work. For
those wanting to go straight to ZooBC’s specifications and
technical details, only the “Proof of Participation” paragraph
is relevant.

1.bcz.bz/27
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The blockchain space is saturated with attempts to improve efficiency,
security, and fairness in the way that nodes reach a consensus on the
history of events witnessed by the network. While the explosion of strategies
may seem overwhelming or unnecessary, each project (some more than
others) is doing its part in exploring the properties and
tradeoffs yielded by each approach, and the crypto community
is collectively narrowing down the proposed consensus strategies
1.bcz.bz/28
Darwinistically, until only the strongest are left standing. 
Interact
ZooBC
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Here’s a brief overview of the major approaches to blockchain consensus,
and our reasoning to claim Blockchain Zoo’s Proof of Participation as an
improvement over its predecessors. For a more detailed overview and
visualization, please see Appendix 4 at page 236.

Proof of Work Consensus
The Bitcoin white paper introduced the
concept of using accumulated “Proof of
Work” as a method for any node to agree
on which blockchain, among forks, should
be trusted. This approach was very powerful
because it allowed nodes to independently and objectively agree on one
proposed history of events among m any alternatives, in a way that
r esists a “Sybil attack” (because votes are counted by CPU cycles, not
by accounts). While many insist that Proof of Work is still the safest way to
secure a blockchain, time has shown some undesirable
properties of the algorithm, such as increasing energy usage,
centralization of the mining power, and the potential for
externalized control. Find out more about PoW in Appendix 4 1.bcz.bz/29
Interact
at page 236.

Proof of Stake Consensus
These concerns motivated s ome t o
d evelop an alternate consensus algorithm
to objectively choose between proposed
versions of the blockchain history called
“Proof of Stake”. 
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In this approach, the likelihood of a network participant adding a block to the
history is computed according to how many tokens on the network she
possesses, and the block she creates is proven to originate from her via a
digitalsignature.Inthisway,whichchainrequired“morework”tocreateis
simulated by a calculation of which nodes added blocks at which times and
their relative stakes. This design requires minimal energy and guarantees
that, in a fork, the nodes will choose the blockchain created by the majority
of highly-invested network participants - in other words, t hose w ho have a
larger stake of tokens locked to create new blocks. However, this strategy 
still has some undesirable properties such as a majority of
the tokens being in the hands of only a few participants, and the
possible creation of an alternate blockchain history controlled by
only a small number of private keys. Find out more about PoS 1.bcz.bz/2a
Interact
in Appendix 4 at page 236.

Federated Consensus
These consensus a lgorithms h ave b een
w ell-studied long b efore t he e mergence
o f b lockchain technology for u se i n o ther
d istributed s ystems. W hile w e feel s uch
strategies effectively address the concerns above, in other ways they are
a step backward from Proof of Work and Proof of Stake. Federated networks
are no longer “permissionless”, and the set of federated entities
is usually well known, s o we feel a p ure federation is not
acceptable for secure decentralized consensus. Find out more
1.bcz.bz/2b
about Federated Consensus in Appendix 4 at page 236.
Interact
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Delegated Proof of Stake Consensus
One of the most popular modern approaches
to improving the scale of a blockchain
network is to use “Delegated Proof of
Stake” Consensus, where the accounts
o f t he b lockchain vote, w ith their stake,
for a small number of nodes running large enough hardware to become
block creators and thus support a high transaction volume blockchain.
While this approach can dramatically increase the throughput of the network,
it does so at the expense of decentralization, having similar flaws as
conventional Proof of Stake and small federations (as described above).
Specifically, these aret hee aseo fquicklycollectingenough
stake to control the network, and the ability of a small number
of block creators to conspire to censor transactions. Find out
1.bcz.bz/2c
more about DPoS in  Appendix 4 at page 236.
Interact

Byzantine Fault Tolerant Consensus
Another popular strategy for increasing the
transaction throughput of a decentralized
network is an algorithm called “Practical
Byzantine Fault Tolerance”.  This  algorithm
is especially used in Federated Consensus, where the participants
are pre-selected, because it carries a particular weakness in the
face of Sybil attacks (when one attacker can operate many nodes
on the network) which would make it unsuitable for some pBFT 1.bcz.bz/2d
Interact
networks. Find out more about the pBFT in Appendix 4 at page
236.
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Proof of Participation Consensus
Based on consideration of the various flaws
and tradeoffs in the consensus mechanisms
explored above, ZooBC adopts a few elements
of Proof of Stake and of Federated Consensus
strategies, combined with a novel algorithm
developed by Blockchain Zoo to prove that a
node is performing useful work for the network.
We c all t his “Proof o f P articipation”
consensus. ZooBC maintains a federation
of nodes that we call the “Node Registry”. Only nodes within the registry
are permitted to create blocks, and their probability to create the next
block is more or less equal. This is similar to Federated Consensus.
However, any node operator can apply for a spot in this registry, and their
admittance into the registry is governed entirely by the protocol rules, not by
any centralized entity. The rate at which new nodes are added to the registry
is strictly limited by the protocol, and the selection of which applicants
will be added is governed by protocol rules that can be set based on the
use case of ZooBC deployment. For example, it can be based on participation
efforts,scoregainedbynodesbasedonaspecificrule,orbymererandom
selection. 
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For ZooBC, public open blockchain to give value to the core token, we
have decided to govern the selection of which nodes can stay in the
registry by how much stake they are willing to lock while they are in the
registry.Asnodesqueuetoenterthenoderegistry,priorityisgiventonodes
with a higher locked stake. This method uses a concept of
Proof of Stake, to the extent that staking tokens (a scarce
resource on the network) is used as a Sybil prevention mechanism,
e
ssential for a new blockchain. Find out more about the PoP 1.bcz.bz/2e
Interact
in Appendix 4 at page 236.

With this explanation of why a new consensus mechanism is
needed, the white paper continues, in the next section, with a
general description of the technology used in ZooBC.
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ZooBC:
a PoP Decentralized 
Application Platform

This section of the paper presents a reasonably complete explanation of the
system in technical detail. A future discussion of security considerations
and attack vectors assumes the reader’s familiarity with
the following mechanisms, which enables us to reason
about how they combine to form the security properties of
the system as a whole. This will be further developed in future 1.bcz.bz/2f
Interact
versions of the white paper.

Interestedincontributingtothecode?Requestaccess
to the GitHub repository.
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VIDEO
Watch ZooBC
ALPHA
Videos

Watch ZooBC
Explainer 
Videos

FORUM
Join Discusions
about ZooBC

QA

ZOOBC Q&A
Get Your Answers
on ZooBC 
Questions
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Accounts
The very first blockchain (Bitcoin) uses an“unspent transaction output
model” of a node’s current state. In this model, there is a large pool of
“transaction outputs” which can be “spent” by anyone possessing the
privatekeyscorrespondingtotheaddressesidentifiedasthereceivers
of the transaction. With this model, to compute the balance of an
account,anodeneedstoapplyinsequencethefirsttransaction
through the last. While this model confers certain advantages, it
1.bcz.bz/2g
is limited to modeling the ownership of titles or assets.
Interact

Bitcoin
Dashboard

EN
1BTC=9,781.93USD

ZooBC Wallet
Dashboard

EN
1ZBC=10USD

-

Tx1 Send

30 BTC

+

Tx2 Receive

15 BTC

18,022 ZBC

-

Tx3 Send

20 BTC

SEND

+

Tx4 Receive

45 BTC

-

Tx5 Send

5 BTC

Account 1
180,22USD

REQUEST

Recent transactions
Transaction 1

INVESTMENTS

Zk-WR3hBaqvekg2kAYVVX9cf7NcnpZqk9TFc20JYklWT

Transaction 2

SHOPPING

Zk-WR3hBaqvekg2kAYVVX9cf7NcnpZqk9TFc20JYklWT

Bitcoin Model

ZooBC Model
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Subsequent technologies, such as Ethereum, adopted a more general
“account model”, where the state of the database is composed of “accounts”
and their properties at any given point in time. For the same reason, in
ZooBC we also use an account model to store the state of
balances and other properties belonging to users in the system.
With this model, the balance of an account and other properties
1.bcz.bz/2h
cansimplybequeriedfromthedatabase.
Interact

QA

ZOOBC Q&A
Ask Questions
 bout Accounts
a

Account Addresses

Account 1
ZBC_KM43WIKP_R2[…]47_PE5CBKBC
bc1qar0srrr7xfkvy5l643lydnw9re59gtzzwf5mdq

Most blockchain software picks a specific digital signature algorithm
andrequiresalluserstocreatekeypairsusingthatalgorithm.Forour
protocol, we take into consideration two key factors: that some signature
algorithms are i ncreasingly respected i n s ome countries by courts of
law (government-issued digital signatures and eID cards), as
well as the convenience of sending funds to an account for
which you are already certain the other party possesses the
1.bcz.bz/2j
private key, even though it is on another blockchain.
Interact
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Accounts Adresses

Therefore, we design our protocol so that a user can select his own signature
algorithm
address
from a set of supported
types. Each type specifies a
unique address type code, as well as the format of the address, and the
format of the corresponding digital signature. In this way, it is possible,
for example, to send funds to your friend’s Bitcoin address on the ZooBC
blockchain, knowing that your friend will then be able to use his Bitcoin
private keys to sign valid spends of those funds on our blockchain.
To be clear, this allows the use of a Bitcoin address in the
ZooBC blockchain but doesn’t mean that funds are transferred
1.bcz.bz/2k
between the two blockchains. This will be possible with a Interact
dedicated DApp in the future versions of ZooBC.
VIDEO
What Address Types 
Does ZooBC Support?

Account Properties

Each account can have a set of  propertiesassigned to it by itself or other 
accounts. In some cases, the names and values of these
properties may be arbitrary, while in other cases (especially
in customized versions of the blockchain) certain property
1.bcz.bz/2m
names may be given particular rules for how they are set and
Interact
how they affect the consensus logic.
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FORUM
Join Discussions About
Account Properties

Account Types

While the most common type of account is for users, there may be other
account types which share some characteristics of accounts (such as
having a blockchain address, being able to have properties assigned to
it, etc). but which have other characteristics which may be customized in
the consensus rules.
One such account type is anasset account,which represents
a single non-fungible asset which grants one party the right
to modify its properties and allows its ownership to be transferred
from account to account. It could be used, for example, for
warehouse receipts, land ownership titles, etc.
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Digital Twins

Name : Laptop
Color : Silver
Type : Core i7

The digital twins core principle is that for a physical entity or an asset a digital
equivalentexistsintheblockchain.Toreplicateaphysicalentity–beita
machine, infrastructure, or a living being – data is extremely important.
T he n ature o f d ata, c onsisting o f p hysical a ttributes, inter-object
interactions, and future states, will be seamlessly exchanged
between the digital and the physical worlds using blockchain.
ZooBC allows users to create special account types to represent
1.bcz.bz/2p
assets and be the digital part of the twins.
Interact
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Transactions

ZooBC Wallet
Dashboard

EN
1ZBC=10USD

ZooBC Wallet
Dashboard

EN
1ZBC=10USD

Account 1

Account 1

2,35 ZBC

2,35 ZBC

SEND
Recent transactions
Transaction 1

INVESTMENTS

Zk-WR3hBaqvekg2kAYVVX9cf7NcnpZqk9TFc20JYklWT

Transaction 2

SHOPPING

Zk-WR3hBaqvekg2kAYVVX9cf7NcnpZqk9TFc20JYklWT

RECEIVE
Recent transactions
Transaction 1

INVESTMENTS

Zk-WR3hBaqvekg2kAYVVX9cf7NcnpZqk9TFc20JYklWT

Transaction 2

SHOPPING

Zk-WR3hBaqvekg2kAYVVX9cf7NcnpZqk9TFc20JYklWT

Every action executed on the ZooBC blockchain by a user is encoded in
 that specifies the action the nodes should take, the action
atransaction

parameters, and a data payload, and has all this digitally signed using the
sender’s private key. A transaction may be as simple as transferring tokens
from one account to another but could have unlimited complexity, so long as
its core application logic satisfies the properties that both the
transaction validation and its execution are purely deterministic
operations which only read from, and write to, the portion of
each node’s database managed by the consensus algorithm. 1.bcz.bz/2q
Interact
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FORUM
Join the Discussion
about Transactions

QA

ZOOBC Q&A
Ask Questions about
 ransactions
T

Transaction Types

We do not support, nor plan to support, general “smart contracts”  (onchain code), despite the popularity of this approach, because we find it
unsuitable for serious decentralized business logic. Code that cannot be
updated in case of bugs or changing business rules (even if by a democratic
process of distributing a node software update) is a liability. Further,
implementing a VM (virtual machine - an isolated virtual computer inside
a computer) that supports arbitrary logic increases both the blockchain
code complexity and the user complexity in terms of computing transaction
execution costs and interface design.
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Transaction Types

While in future releases of ZooBC it will be possible to deploy decentralized
applications,thefirstversionwillallowintegrationwithcentralizedservices
types 
ontransaction
the base transaction and is deployed with a set of
recognizedbythenetwork,whereeachtypedefinesaparticularbehavior.
While the initial set of transaction types we include is limited, our reference
implementation is structured in such a way that an organization
producing a customized version of this blockchain can easily
add or modify the transaction logic to their node software
1.bcz.bz/2r
and corresponding wallet software.
Interact

FORUM
Join the Discussion about
Transaction Types

Transaction Propagation

Whenatransactionisfirstreceivedfromapeerorfromawalletsoftware,
the node will first confirm that the transaction is legal. This includes
validating that the transaction is closed by a valid digital signature for its
sending account address and that the parameters of the transaction are
valid according to the transaction type’s rules and the current state of
the database (such as having enough balance to send funds).
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If the transaction received is valid, the node will propagate the transaction by
transmitting it to other connected peers, as well as store the transaction
in its local  mempool. In this way, valid transactions are echoed across
the peer-to-peer network until they are retained in the mempool of the
majority of nodes.
Upon receiving a valid transaction, each node will also return a
special object we call areceipt to the sender. Receipts are used in
the Proof of Participation algorithm described below.
1.bcz.bz/2s

Interact

Transaction Application

When a node receives and validates a new block (described in the section
on “blocks” below), it will contain an ordered list of zero or more transactions,
whicht hen
 odew
 illthenapplyinsequence.
For a node, applying a transaction means executing the rules
associated with the transaction’s type to update its local database
from an old state to a new state. In the simplest example, this
can mean deducting the balance from one account and adding
it to another.
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Multisig Transactions

Multisig accounts are accounts that require multiple signatures to post
valid transactions. This is needed when at least X out of Y people need to
agree for a transaction to be executed. ZooBC supports a special type of
multisig account, which may specify a set of cosigners who may approve
transactions from that account. An action by a multisig account is managed
bythecosignersbysubmittinga sequenceoftransactionswhichaddsto
the necessary amount of signatures until enough signatures
are reached for the action to be executed. The mechanics of
multisig accounts and multisig transactions are described in
1.bcz.bz/2u
more detail below in the Multisig section.
Interact
MULTISIGNATURE

NAME

SHOP
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Transactions Attachments

In future versions of ZooBC, transactions will be allowed to specify large
attachmentstobestoredinadistributedfilesystembythenetwork.While
the transaction itself must be propagated to all nodes, the
attachment may only need to be propagated to a few nodes
responsibleforstoringthefileforotherstodownload.More
1.bcz.bz/2v
details on this are given in the section below on File Distribution.
Interact

Escrowed Transactions

When two parties must swap goods online, it is often useful to have
a trusted third party keep the goods in  escrow, such that the swap is
only executed when both parties have committed their assets. Traditionally,
this trusted third party holds both of the assets, and if they are not in
fact so trustworthy, they may abscond with both. Therefore, it is useful
to have a system in which the trusted third party may only approve
or reject the transfers between parties, but in no case becomes the
owner of the assets.
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Escrowed Transactions

To facilitate this use case, ZooBC users may optionally include in the
transaction the account address of an approver, which may either accept
orrejecttheapplicationofthetransaction.Transactionswhichrequire
approval are kept in an “escrowed” state by the blockchain,
such that the funds or other assets they confer ownership of
cannot be used by either the sender or the receiver until the
explicit approval or rejection is completed, or the timeout returns 1.bcz.bz/2w
Interact
control of the assets to the sender.
The transaction may also specify:

A

a custom timeout: the number of blocks until, or the date
/time at which, the transaction is automatically rejected
(bydefault1day).Them
 aximumtimeoutis1m
 onth;

B

a commission: an amount of tokens which will be paid to
the approver if he accepts/rejects the transaction before
thet imeout,bydefault,thecosto
 fat ransaction;

C

instructions for the approver: in binary or a
JSON format if the approver is an application
on a server, or in a human language if the
approverisaregularuserofZooBC;

D

1.bcz.bz/2x

Interact

the b ehavior for w hen t he t ransaction t imes o ut:
a utomatically a pprove o r reject.

ZooBC

63

Escrowed Transactions

ZOOBC - NEW STRATEGIES IN BLOCKCHAIN

In the case that the timeout is reached before the approver sends an
approval or rejection, the transaction is automatically approved or rejected
and the commission is returned to the sender.
In order to approve or reject an escrowed transaction, the specified approver
m ust broadcast an approval transaction, referencing the hash of the
pending escrowed transaction and specifying whether he approves or rejects
i t. While the approval transaction can be submitted automatically
by centralized services, when a user needs to manually submit
the approval for a transaction, the technical complexities are
hidden by the wallet UI.

2

3
1
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Escrowed Transactions

Oneusecaseofsuchescrowmechanismwouldbetoconfigureacentralized
server which manages an approver account and which is programmed
to automatically approve transactions only when certain conditions have
been met. For example, an escrowed transaction may specify that it should
only be approved once 10 Ethereum have been transferred to a particular
ETH account and set the approver to be a server which will monitor the
Ethereum network to determine whether to release the funds.
Alternatively, a ny a ccount m ay b e c onfigured t o require explicit
approval to accept any transaction addressed to it. In this case, if an approver
accountisn
 otspecified,ther ecipienta
 ccountautomatically
becomes the approver. The rest of the mechanics defined
above apply in exactly the same way, with the receiver of the
1.bcz.bz/2z
transaction functioning as the approver.
Interact
To achieve the current normal behavior of blockchain transactions, any
transaction which does not specify an approver account, and for which
thereceiverisnotconfiguredtorequireapprovaltoaccepttransactions,
i s a pplied i mmediately u pon i ts a cceptance in a block. 
The owner of an account may at any time enable or disable
this mandatory approval behavior on the account by broadcasting
the desired account property setting with a required approval
transaction and specifying whether mandatory approval is
enabled (default is “no”).

1.bcz.bz/32
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Liquid Transactions

In some cases, it may be useful to represent a continuing stream of regular
payments from one account to another for the duration of a service being
used.Conventionaltransactionsareapoorfitforthispurposebecause
they must be explicitly created and signed by a user’s wallet each time.
Therefore, ZooBC implements liquid transactions.
Aliquidtransactionspecifiesanamountoffundstobepaidandtheduration
over which such funds should be paid. During this time, the funds will
move slowly and continuously from the sender’s account to the receiver’s
account.Thesendermaycanceltheongoingliquidtransactionatanytime,
only having paid the amount that the seller has already received. And
the receiver may access the funds as soon as they are received in his
account by the passage of enough time. External applications may easily

reference
 an ongoing liquid transaction to decide whether to
grant a user in their system (corresponding to the sender’s
ZooBC account) access to features or services on their platform.
This feature could also be used for payment of salaries or
allowances on a continuous basis.
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Transaction Fees

Each

 transaction must include a fee in tokens to pay for its execution
on the network. The fee for each transaction, together with new tokens
generated at each new block, is distributed among the nodes in the
“noderegistry”.Requiringafeeforeachtransactionservesasaformof
spam protection, ensuring it is costly to overwhelm the network’s limited
transaction volume. It also serves to incentivize block creators to include
as many transactions as possible, maximizing the collective reward for
producing blocks.

The
 minimum fee for a transaction is computed differently for each
transaction type, then multiplied by a fee scaling constant which can be
periodically adjusted. A user posting a transaction may pay more than the
requiredminimumfeeinordertobeacceptedinablockfaster
when the network load is high, but a transaction with a fee
lower than the computed minimum will be rejected. For
1.bcz.bz/34
transaction A, this minimum fee can be computed:
Interact
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Blocks
Unlike a centralized system that receives requests from the clients in a
uniquely ordered fashion (serialized), in a decentralized system such as a
peer-to-peer network (where users can use any node as an entry point
to post data to the network) each node may receive transactions in a
different order.
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Ablockchainsystemfundamentallysolvestheproblemofuniquely ordering
all transactions which have been broadcast to the network. Nodes are
chosen in a pseudo-random lottery to append sets of transactions to the
network’s total transaction history. We call such a set of transactions, along
 with some meta-information, ablock. As indicated by the name “blockchain”, 
blocksare cryptographically chained together by including in the
m etadata of each b lock t he h ash o f t he p revious block.
Consequently, to modify the contents of any previous block
1.bcz.bz/35
wouldr equireallsubsequentblockstobere-created.
Interact
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Structure of a Block

Each block contains several key pieces of information, which become
effectively immutable as more blocks are later chained on top of it. The
b lock contains the t imestamp at w hich i t was created, the ID number
of the node which created it in the registry, a hash of all transactions
i ncluded i n t he b lock, a h ash o f a ll receipts i ncluded
i n t he b lock (described in the Proof of Participation section),
the hash of the previous block, a special parameter used for
synchronized random number generation we call the “block
seed”, and a few other properties.

Blockseed

18:00 1/10/2019

1.bcz.bz/36
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Timestamp

A12b34c5678

Hashofprevblock
48735c4fae42d150116497
6afec76730b9e5fe467f680
bdd8daff4bb77674045

Hashofallr eceipts
48735c4fae42d150116497
6afec76730b9e5fe467f680
bdd8daff4bb77674045

IDofthenode
23yh15fs4t4270-4829

Hashofalltx
23yh15fs4t4270-4829...
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When a node receives a new block over the network, a series of validations
will be performed over the block data itself, any transactions referenced
by the block, and any receipts included in the block, such as ensuring
that the previous block hash matches the actual last block hash the
node has seen, that adequate time has passed since the timestamp of
the previous block for the new block creator’s position in the priority list
of next creators, that the block seed is the legal value for the block creator,
thatthereceiptsincludedarelegalaccordingtothereceiptfilteringrules,
and o thers. O nly a fter t he b lock p asses t his s et o f v alidations
will it be “chained” to the last block in each node database,
and the transactions included in the block will be executed
in the order they are listed. The execution of the transactions
will thus change each single node’s database state.

1.bcz.bz/37
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The Block Seed

ZooBC’s Proof of Participation consensus mechanism uses many strategies
that depend on pseudo-random numbers which can also be agreed upon
deterministically by the network (such that each node computes the same
results of its operations without explicitly sharing these results to other
nodes). 
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The Block Seed

Because a strong hash function produces a uniformly distributed random
number from arbitrary input data, the hash of a block may be erroneously
used as a source of entropy. However, as a block creator only needs to
rearrange the transactions in his block, or exclude some, or change the
timestamp, etc. to produce a completely new block hash, he may make
many attempts to generate a hash which would be more profitable, and
thus manipulate the blockchain, potentially opening the blockchain to
attacks. Therefore, ZooBC includes a special property in each block called
the block seed. This property cannot be influenced by the
block creator and cannot be predicted in advance by anyone
who does not have the private keys of the other block creators.
1.bcz.bz/38
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The block seed is computed by the following formula:

In other words, the block seed is a digital signature by the block creator
on the hash of the previous block seed. By using the Ed25519 digital
signature algorithm, we guarantee that the signature of a message by
some particular private key has precisely one resulting signature,
removing any freedom on the part of the block creator as to
whichblockseedheisrequiredbytheprotocoltoincludein
1.bcz.bz/39
his block.
Interact
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With this method, the only way a node can influence the block seed for
the next block is to  skip his turn (more on this in the next section) to
create a block. The Proof of Participation algorithm pseudo-randomly
assigns each node in the node registry a turn to create the next block,
and by skipping his assigned turn, the block creator will lose participation
score (if he does so repeatedly he will be ejected from the node registry).
A lower participation score immediately affects the likelihood of a node
receiving coinbase rewards and dividends of transaction fees. Therefore,
exercisingthisonedegreeoffreedomininfluencingtheblock
seed comes at a great cost, incentivizing even maliciously
inclined nodes to submit a block seed on time which may be
1.bcz.bz/3a
unfavorable to them.
Interact
VIDEO
Why Did You Choose the
Ed25519 Digital Signature
Type?

FORUM
Join Discussions
about Block Seed
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Block Creator Selection

Because with the “node registry” we know the complete set of potential block
creators (how a node is added to the registry is described below in the
section on “node registration”), after each block, ZooBC pseudo-randomly
generates a priority-ordered list of the nodes responsible for creating
the next block. When a node misses its turn to create a block
in this list (either because it is offline, not well connected, or
deliberately skips its turn) its participation score is reduced,
and the network awaits a block from the next node in the 1.bcz.bz/3b
Interact
randomly ordered list.
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Cumulative Difficulty

InProofofParticipationconsensus,theequivalentof“highestdifficultychain”
in Proof of Work consensus is the chain whose blocks have been created most
reliably by one of the highest priority nodes in the list of next potential block
creators, which can be called the chain with the highestcumulativedifficulty.
To avoid attacks made by node administrators purposely leaving their
nodes offline, to later rebuild a blockchain with a higher cumulative
difficulty, the block creation can be done only by the first X (exact
number TBD) nodes in the randomized priority list. If they are all unable to
generate a block, any successive node can only produce an empty block.
All the nodes before the one generating the empty block will lose participation
score. Should more than one block of the same height be proposed in the
network, the nodes will choose the one generated by a node with a higher
place in the randomized list. If two blocks are proposed from
the same creator, the one with the earlier timestamp is selected.
When a node is forced to evaluate two competing chains, it will
alwaysselectthechainwiththehighestcumulativedifficulty. 1.bcz.bz/3d
Interact
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Multisig

When managing high-value digital assets, it is risky to have a single
person holding the account key as it can be lost or compromised
exposing the secured asset. Therefore, we implement native multi-signature
(“multisig”) features, allowing users to create accounts that require
X-of-Y signatures to perform transactions. For example, out of
10 people each holding a different key, a transaction can be
performed by just 4 of those 10 signing it.
1.bcz.bz/3e
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VIDEO
Explaining Multisig
Mechanism
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FORUM
Join Discussions
about Multisig

QA

ZOOBC Q&A
Get Your Questions about
Multisig Answered

Multisig Addresses

One of the address types we support is a  multisig address, being the
hash of a set of details regarding who is allowed to sign on behalf of the
address. We refer to this set of raw details as a multisig info.
This design leaves open the possibility that, until the time of
signing, the set of addresses that control a multisig address
doesn’t need to be revealed.

1.bcz.bz/3f
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Multisig Info Object
Field

Description

MinSigs

The minimum number of signatures out of the
provided address list which must be present to
execute a transaction from this multisig address.

Nonce  
(“Access Code”)

Afreenumberfieldallowinguniquemultisig
addresses to be created between the same
set of addresses.

Addresses

An alphabetically-ordered list of account
addresses that may legally sign for this multisig
address. These addresses can, in turn, be
multisig addresses, allowing for hierarchical
multisig.

The Multisig Transaction Type

ZooBC implements all aspects of multisig behavior through a single
transaction type. The behavior of this transaction type is somewhat complex
because it implements both on-chain and off-chain multisig behavior
with the possibility to preserve the anonymity of the signers and conceal
the transaction being signed until the moment that all needed pieces of
information have been exposed to the blockchain.

ZooBC
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The transaction body of a multisig transaction has 3 optional components:
a multisig info object (described above) revealing which set of
addresses may sign for the transaction, the transaction being
signed on (either the unsigned full data of the transaction
or its transaction hash), and a list of signatures on the transaction 1.bcz.bz/3g
Interact
hash by other signers.

To manage the multisig process, the node keeps three consensus-managed
tables: the multisig info table, the pending transaction table, and the
pending signatures table. When a multisig info object is included in a
multisig transaction, it will be saved in the multisig info table along with
its hash (which is the corresponding multisig address.) When an unsigned
transaction is included with a multisig transaction, the unsigned transaction
and its hash are recorded in the pending transactions table.
When some signatures on a transaction hash are included in
a multisig transaction, a record for each is accumulated in the
1.bcz.bz/3h
pending signatures table.
Interact
In this w ay a multisig t ransaction g ets executed as soon as all the
necessary parts (the transaction itself, the list of co-signers, and the
needed signatures) are added to the blockchain by being included into validated
blocks, independently of the order they have received. After adding any
transaction with multisig-related data to the relevant tables, each node
will evaluate w hether enough i nformation is available to execute the
specifiedpendingt ransaction.
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The Multisig Transaction Type

Specifically:if,forthespecifiedpendingtransaction,thesenderaddress
is known to be a multisig address (because a multisig info object hashing
to that address has already been revealed), there are enough signatures
on its transaction hash in the pending signatures table (where each signature
mustbefromanaddressspecifiedinthe multisiginfo),andthetransaction
is still valid at the time of application, then the pending transaction is
executed as if it was a normal transaction on the blockchain occurring in
place of the multisig transaction.
All three types of data have an expiry time, therefore the
multisig transaction will only execute in the case that these
conditions are met in a timely fashion. Afterward, unused
pieces of data will be pruned from the consensus-managed
local tables of each node.

1.bcz.bz/3k
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MultisigU
 seC
 ases

The purpose of the complexity of this transaction type is to give users the
powerthroughonetooltoaccomplishvariousflavorsofmultisigtransaction
behavior. For clarity, some of the use cases which may be satisfied by
this design are described below.
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Off-Chain Multisig

In this case, the behavior of the multisig transaction approximates the
classical multisig behavior of Bitcoin and other blockchains, where the
account controllers work together off-chain to prepare a single valid
transaction that will be immediately evaluated and applied once broadcast to
the network.
In the simplest case, all optional parameters of a multisig
transaction may be supplied in one transaction, including
the multisig info describing who may sign for the account,
the transaction details to be executed by the account, and all
needed signatures from the other account controllers.
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On-Chain Multisig

This may be useful in cases where some participants wish to prove their
existings ignatureson-chainbeforeothersfeelconfidentaboutproviding
their own signatures, or in cases when another required signer cannot be
contacted off-chain by the other co-signers but may be alerted by some
third-party application that a multisig transaction awaits his signature.
If t he m ultisig i nfo a nd p ending t ransaction a re a lready revealed,
other a ccount c ontrollers m ay s ubmit t heir s ignatures f or t he
transaction as separate multisig transactions. In the extreme case, each
needed signer may submit a multisig transaction appending only
his own signature to the pending transaction hash, which will
s imply be accumulated i n t he p ending signatures table
until the number of signatures needed to execute the pending 1.bcz.bz/3q
Interact
transaction is reached.
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Anonymizing Multisig Addresses
This behavior may be useful in cases where it is desirable to not reveal
the controllers of an asset until they must act, especially if they are in
conditions where they must individually submit their signatures on-chain.
A lternately, this may b e u sed as a m echanism intended to discourage
someone from posting a transaction unless they really mean it: a pending
transaction may be irrevocably committed (signed and ready to execute),
giving anyone who possesses the multisig info the power to single-handedly force the transaction to be executed by revealing it.

Due to the structure of the multisig transaction, it is acceptable to submit
a pending transaction from a multisig address, and all needed signatures
on that transaction, before the multisig info (such as which addresses
may sign for the transaction) are revealed. To further create plausible
deniability for the actual multisig participants, many other accounts may
blindly submit signatures for the given transaction hash,
  if they are not co-signers of the multisig account. In
even
this case, the pending transaction will be executed as soon as
a multisig info matching its sender address is submitted in a 1.bcz.bz/3r
Interact
separate multisig transaction.
VIDEO
Multisig and Key
Management
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Concealing Pending Transactions
This behavior may be useful when it is not convenient for the controllers
of an account to pass around a partially-signed transaction, yet they do
not want to reveal what action they plan to take unless it collects the
necessary support of other account controllers (for example, a board
ofdirectorsvotingtofiretheCEO,whocanherselfaccessandseethe
blockchain). Like above, this may also be used as a privacy protection
mechanism, where a pending transaction will be executed the moment any
person who possesses it chooses to submit it.
Even if the multisig info is already revealed, the unsigned pending
transaction itself may be hidden from the blockchain until enough signers
have already submitted their signatures on its hash (in order
to produce the correct signature, they must be given the contents
of this transaction o ff-chain.) In t his case, the pending
transaction w ill b e executed as s oon as its full data is 1.bcz.bz/3t
Interact
submitted in a separate multisig transaction.
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Hierarchical Multisig
This behavior may be useful when complex organizational structures
are responsible for an asset. Say, for example, approval for a transaction is
needed from 2 out of 3 departments, where each department, in turn,
requires the approval of 3 out of 5 managers, and where perhaps a few
of the managers represent oversight committees, which themselves must
cast a majority vote to approve.
Because a pending transaction may be any valid transaction on the blockchain,
it may also itself be a multisig transaction. In this way, the creator of a
multisig address may specify another multisig address as one of the
controlling accounts. There is no limitation on how many multisig layers
may be created this way.
In this case, a pending transaction may be created from the top-level
multisig address. Before this transaction may be executed, a signature
 ust be added by the controlling multisig address. The multisig
m
transaction to add this signature becomes, itself, a pending
transaction which must satisfy the conditions specified by its
own multisig info before it will be executed.
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FeeS
 caling( Governance)

One difficulty with transaction fees on any public and permissionless
blockchain network arises from extreme volatility in the value of the
underlying token. Ideally, the cost of fees to process transactions will remain
approximately constant with respect to the stable currencies which users
exchange for the token. For example, if the average minimum transaction fee
is 1 token, this will fail to reduce network spam or incentivize
block creators when the token value is US$0.0001, but it will
likely make all transactions prohibitively expensive if the token
value reaches US$100.

1.bcz.bz/3x
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There are many strategies to approach this issue. At one extreme, the fee
could be set by a trusted third party which signs such new information against
a public key agreed upon by the entire blockchain, but such centralization
is anathema to the ethos of decentralized systems, as it can be manipulated 
by a single actor who is beyond accountability. At the other extreme,
nodes could attempt to draw independently from public sources, such as
exchanges, the value of the token in a stable currency, in order to change
t hetransactionfeeamounttomatchafixedvalueinstablecurrency;yet,
because such data is not tracked by the blockchain’s own consensus, this
could lead to forks when such external information is not consistent when
queriedbyd
 ifferentnodesatdifferentt imes.
Therefore, we conclude that safely reaching consensus on data from
o utside of the blockchain, s uch as t he token’s value against other
currencies, cannot be accomplished automatically. We implement a system
by which operators of registered nodes on the network may take a regular
vote on the appropriate multiplier, which we call the fee scale,
for minimum transaction fees. This allows the transaction fee
amount to keep the same value against a stable currency, even
1.bcz.bz/3z
iftheblockchain’smaintokenvaluefluctuates.
Interact
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Fee Scaling (Governance)

It is potentially dangerous to put such a critical network
parameter in the hands of node operators. A more complete
discussion of the risk will be presented in future work.
However, we prefer this risk over the inherent risk of imposing
a static minimum fee for the reasons described above.

1.bcz.bz/42
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We also prefer this risk because we believe it can be mitigated by balancing two
competing incentives of node operators which should constrain each other.
On the small scale, a node operator wishes to maximize the transaction fees
he collects in each block by pushing the network fee scale higher. But on
the large scale, network fees that are high will reduce user’s willingness
to pay for any transactions on the blockchain, and this lack of
usabilitymaybereflectedinthetokenprice,whichdetermines
the real value a node operator stands to gain, incentivizing
1.bcz.bz/43
him to push the network fee scale lower.
Interact

The vote-based adjustment of the fee scale is accomplished via
three mechanisms: node operators committing to their votes,
node operators revealing the votes they have previously
committed, and the averaging calculation used to compute
the new network fee scale.

QA
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Get Your Questions about
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Committing to Fee Votes

First, the node operator needs to cast their vote on how much, if any, the
fee scale should be adjusted. The fee is adjusted every month. Each of
these one-month periods is further divided into two phases: acommitment
phase, when the votes are cast, and a reveal phase, when
the votes are revealed and counted. During the commitment
phase, owners of nodes in the registry may submit a commit
1.bcz.bz/45
fee vote transaction.
Interact

First, the node operator’s wallet will create a  fee vote object. This object
contains a recent block hash, the corresponding block height, the user’s
vote on what the new network fee scale should be, and the account’s
digital signature on the above information. Because we intend for node
operators to vote in a way that stabilizes transaction fees against major
fiat currencies, the wallet will collect this information from exchanges,
calculate an appropriate value by which to multiply the fee, and strongly
r ecommend the value of the vote to the user. However, there is no way for the
blockchain to validate this value, therefore it is only a recommendation, and
the user may enter any value they wish.
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Committing to Fee Votes

The extra pieces of information in the fee vote object (block hash, account’s
signature) are included to make the hash of the fee vote object resilient
to attacks where an attacker may simply guess what fee scale the user
isvotingfor,hashtheirguess,andconfirmtheirguessbycomparingit
to the vote commitment hash.
As recent block hashes will be different for each voting period, and a digital
signature is performed on these properties, anyone not possessing the
account’s private key is unable to reproduce the object and is therefore
not able to reproduce the resulting hash of the object and determine by a
guess-and-check method the vote being committed by a user.

Once the fee vote object is prepared, its hash is computed and included
in the commit fee vote transaction, which is then signed and submitted
to the network by the user. When this transaction is included in a block
and applied, a record will be kept in the node’s database
indicating the commitment hash. Such transactions may only
successfully be included in blocks during the commitment
1.bcz.bz/49
phase of the voting period.
Interact
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Revealing Fee Votes

After the commitment phase of the voting period has concluded,
the reveal phase begins. This is when the votes are recorded
on the blockchain and accumulated. During this phase it is
  for the owners of registered nodes to submit a reveal fee
OK
transaction.
vote


1.bcz.bz/4a
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The reveal fee vote transaction includes the full contents of the fee vote
o bject w hich t he u ser p reviously committed to. I t i s t hen s igned a nd
submitted to the network. In order to be accepted by nodes as a valid
transaction, the hash of the submitted fee vote object must match the
commitment hash already submitted in the commitment phase by the
user.
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Revealing Fee Votes

Additionallyitmustbeverifiedthatthe“recentblockhash”parameteris
within the time frame of this voting period and that the digital signature
on the parameters is a valid signature for the node operator’s account.
When the transaction is successful, the user’s vote is recorded in
the blockchain. Values for new votes are accumulated during
the reveal phase.
1.bcz.bz/4c
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Adjusting the Network Fee Scale

The end of the reveal phase marks the end of the entire voting period,
which i mmediately b egins t he n ext voting period by initiating another
c ommitment phase. On the first block of the new voting period,
a  calculation is performed of all the successfully revealed votes from the
previous voting period to determine the new value of the network fee
scale parameter.
The collected votes for the new value are ordered from least to greatest,
and the number in the middle of the ordered list is selected as the new
value (the median value). We use this approach, rather than averaging
thevotes,toavoidgivingasmallnumberofoutliersthepowertosignificantly
bias the outcome. In the case that most votes are clustered
together, even if a minority voted much higher or lower, we
select t he m iddle o f t he c luster a s t he m ost a ccurate
1.bcz.bz/4e
representation o f t he m ajority o pinion.
Interact
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After this value is selected, it is further constrained such that it
may only increase to a maximum of twice the previous value, or
decrease to half the previous value. This reduces swings in the
fee and creates a degree of predictability and stability for users.
This new network fee scale value is applied going into the new
voting period. During this time, users can expect the parameter
valuetobeconstant,andwalletscanquerythenodesforthe
current value of the parameter in order to automatically
recommend a permitted minimum transaction fee.

1.bcz.bz/4f
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Depending on experiments, we may also allow a grace period for transactions
created during the previous fee scale period to still be valid. We wish to
avoid a condition where congested transactions in the mempool,
which included a fee that was legal at the time they were
submitted, are suddenly excluded as the result of a change in
1.bcz.bz/4h
the minimum fee parameter.
Interact
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Noteo nG
 eneralG
 overnance

While the description of voting mechanism in the above sections are
specific to managing the “network fee scale” parameter, they could
easily be applied to any o ther n etwork p arameter deemed safe to be
placed in the hands of the majority owners of the node registry. These could
include the maximum number of transactions per block, the average
time between blocks, the rate at which new nodes are admitted into the
node registry, or others.

Depending on the success of this limited form of governance mechanism
in the first version of the ZooBC blockchain, we may apply this strategy
to other constant parameters in future versions. This is consistent with
our gradual and conservative approach to extending ZooBC
through an iterative process of analysis, design, and deployment.
A list of constants that ZooBC needs to operate is at the end
1.bcz.bz/4j
of this paper.
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Node Registration

Although anyone can run a node and connect to the network, we restrict
the creation of blocks and the distribution of coinbase rewards to a subset
of registered nodes. The process of how new nodes can become registered,
and how nodes are ejected from the registry, is managed entirely by the 
network protocol. This means that no single user or account
hastheauthoritytopromoteanodeorchangeitsstatus;nodes
only change status by the automatic application of the protocol
1.bcz.bz/4k
rules. This design has three key motivations:
Interact
Topreventtheftofprivatekeys;
To prevent an attacker from taking over a majority of
nodes;
To allow for the removal of unproductive nodes or
those using a novel, unexpected, method to abuse the
network.
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Following is a more detailed explanation of the purpose and mechanism for
each aspect of the above. First, we separate the private key of the node
owner’s ZooBC account from the process of block creation. In blockchains
where blocks are secured via digital signatures rather than a direct Proof
of Work, the private key of the account of the user managing the node (the
account that receives the coinbase rewards) must be present directly on the
node, which is an online computer used to create blocks.
This creates a security hazard where the account’s private key may
be hacked, or intercepted, by an attacker. If the computer hosting the
node is breached or a man in the middle (MITM) attack is executed. For
hosted nodes running in virtual private servers (VPS), it could
be as simple as the operator of the data center accessing the
VPS file system and reading the private keys, giving them
access to the account with funds.

1.bcz.bz/4m
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Second, we regulate the rate at which nodes can join the family of block
creators in the  node registry. To prevent attacks on the Proof of Participation
algorithm, where an attacker can register many nodes’ public keys at the
sametime(therebyfloodingthenoderegistryandcontrollingalargemajority
of nodes capable of creating new blocks), the protocol rules
only allow a limited number of new and active nodes to join
the node registry during each set period. Restricting the
registration of new nodes en messe preempts this attack.
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Node Registration

Third,wecanremovenodesthatareoffline(orsimplydon’tparticipateint he
network) f rom the n ode registry. T he Proof of Participation algorithm
d escribed below h as a s coring s ystem t hat punishes nodes that don’t
participate. Any nodes which fall to zero participation score are
automatically removed from the registry; if they later become
active they are automatically added to the queue to re-join the
1.bcz.bz/4p
node registry.
Interact
Beyondthesemotivations,itisalsousedasaweightingcoefficienton
a node’s likeliness to collect coinbase rewards. This incentivizes nodes to
remain online and participating. How this score is calculated is described
in detail in the later section on Proof of Participation.
By maintaining a federation of nodes which continuously prove their active
participation on the network, we create a foundation for the application
 latform we will deliver with the next version of ZooBC. Using
p
the blockchain to reach consensus on the state of the registry
will a llow DApps to leverage faster federated consensus
a lgorithms between registered nodes in future versions.

1.bcz.bz/4q
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Althoughthenoderegistryisnotleveragedinitsfullcapacityforthisfirst
versionoftheZooBCtechnology,weintendthisfirstdeploymenttogather
information about its safety, the ease and intuitiveness of its management
by node operators, and how it can be abused, in order to address any major
issues before continuing to develop new strategies on top of it.
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The Node Registry Life Cycle

Once a user has installed a node and allowed it to synchronize with the
network, she may apply for a spot in the node registry by submitting a
register node transaction. This transaction includes some details about
the node, as well as a proof that the owner controls the node’s private key.
Upon submission of this valid registration request, the node enters into
theregistrationqueue.Thecreationofnewlyavailableseatsintheregistry, and the replacement of nodes in the registry by those in
the queue, are strictly regulated by the protocol rules. When
seats become available, new nodes are admitted into the registry
1.bcz.bz/4r
fromtheregistrationqueue.
Interact
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When a node is first in line in the registration queue, the protocol first
requires it to prove its participation in the network for a brief period
before admitting it to join the registry and begin creating blocks. If a node
remainsinthequeueformorethan30dayswithoutparticipating,itslocked
funds are returned to the node’s owners account, and the node
isremovedfromthequeue.Thismeansthatifthenodeowner
wantstoaddhernodetothequeueagain,she needs to submit
1.bcz.bz/4s
a register node transaction and pay the corresponding fee.
Interact
Once a n ode h as b een a dmitted i nto t he registry, i t b ecomes s ubject
to t he P roof o f Participation a lgorithm, w hich w ill g radually m odify
t he n ode’s p articipation s core u pwards o r d ownwards b ased o n i ts
behavior on the network. The registry seat also entitles the owner
to participation rewards (coinbase), with the amount of rewards received
being proportional to the node’s participation score.

During the node’s tenure in the registry, the node’s owner may update
heritsdetailsassheseesfitbysubmittinganupdate node transaction.
For example, the node owner may need to change the node’s key pair,
or she may decides to i ncrease h er locked balance to increase her
chances of remaining in the registry.
Additionally, if the node’s owner loses her account’s private key, so long
as she still controls the node’s private key, she may submit a claim node
transaction from her new account to recover her locked funds, although
this will remove the node from the registry.
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The Node Registry Life Cycle

Thishasthedeliberateconsequencethatifanattackercanaccessyour
node’s private key, he can effectively claim any funds you had locked to 
register the node. This forces node owners to take care of
the security of their nodes, while making a node useless if
hacked. The s ignificance o f t his r isk t o t he s ecurity o f t he
1.bcz.bz/4w
P roof  o f  P articipation  algorithm is discussed in more detail Interact
below.
A user may wish to remove their node from the registry deliberately to
reclaim their locked funds, in which case they can submit a remove node
t ransaction. This will credit any locked funds for the node back to the
owner’s account, and the node score is lost. There is no way to reclaim
the locked funds of the node without simultaneously removing it from
the node registry.
Finally, a node may be automatically ejected from the registry if its
participation score drops to zero. In this case, the funds locked with the
node registration are still left with the node, which automatically joins the
queuet ore-enterthenoderegistry,sparinganodeo
 wneringoodfaith
from havingt op
 aythefeetoaddthenodetotheq
 ueueagain.
As described above, as long as this node remains offline, it
will repeatedly fail the trial period before it can be added to the
registrya
 gainu
 ntilitisremovedfromt hequeue.

1.bcz.bz/4y
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Some aspects of this general process are discussed below in more
detail.
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The Node Registry

Each node on the network maintains a table we call the node registry.
Theregistryservesfirstandforemostasamappingbetweenuseraccount
addresses and the nodes they operate, empowering the nodes
to sign blocks on the user’s behalf without exposing their private
keys, and allowing the user’s account to be directly rewarded
1.bcz.bz/4z
for the node’s participation. 
Interact
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Each node’s entry in the registry declares the following properties:

Field

Description

Public Key

The public key corresponds to the node’s
configured private key. When blocks or Proof of
Participation messages are produced by a node, the
signatures can be validated against this key.

Account Address

The account address of the node owner’s
account. This account may legally change or
remove the node registration, and any participation
rewards earned by the node are credited to this
account.

Locked Balance

An amount of funds that the node’s owner has
put up as collateral to compete for a spot in the
registry, and to incentivize her to maintain the
security of her node’s private key.

Participation
Score

A score tracked for this node over time by the
Proof of Participation algorithm. A higher score
increases the number of rewards received, while
falling to zero will cause the node to be ejected
from the registry.

ZooBC 115

ZOOBC - NEW STRATEGIES IN BLOCKCHAIN

The Node’s Public Key

Each node keeps its own private key, which is used to sign blocks on its
owner’s behalf. The corresponding public key is published to the network
through the process described below, allowing other nodes to validate that
blocks and peer-to-peer messages that originated from this node are
authentic.
In the simplest case, the node’s private key is kept on the node’s hard
drive in a configuration file, however for node operators who are more
security conscious, Blockchain Zoo is working to allow a separate hardware
device to sign on behalf of the node. This is to mitigate the following
vulnerability:
If a node’s private key is compromised, the attacker may be able to
impersonate this node on the network to others. However, as described
in the Claim Node section below, the attacker will also be able to claim
the node operator’s locked funds and kick the node from the registry.
In the event that a user learns his node’s private key may
have been compromised, he can rotate the node’s key pair
and update his entry in the node registry at any time, by
s igning a n u pdate n ode t ransaction w ith h is a ccount’s
p rivate key.
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Locked Balance

To maintain a node in the registry, the owner’s account must lock some
amountofZooBCtokens.Whenanodeisaddedtotheregistrationqueue,
this amount is deducted from the owner’s account and kept in trust by
the network. Later, if the node is ejected from the registry queue, or
iftheownerremovesitfromtheregistryo rtheq ueued eliberately,t he
locked f unds are returned e ntirely to the owner’s account.
Locked funds are used to prioritize the addition of nodes to the registry.
New spots in the registry are only opened gradually, and the “size of a
node’s locked balance is used to prioritizewhichnodeinthequeuewill
take the next available spot. In this way, although ZooBC doesn’t use
a variation of Proof of Stake consensus, a user’s funds on the network
are still relevant to his ability to be admitted into the node registry in a
timely fashion. In t his f irst version o f t he Z ooBC technology, we still
require this fund locking as a mechanism to prevent Sybil attacks, as
funds on the network are a scarce resource, and keeping them locked
ensures that they cannot be used twice by the same actor.
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However, we have confined the significance of a user’s balance to this
particular corner of the protocol; in future versions of the technology
we will apply an alternate Sybil prevention mechanism unrelated to
the user’s account balance. We will substitute that without otherwise
m odifying t he m echanics o f t he s ystem. D oing s o w ill f ulfill a m ajor
long-term d esign g oal o f t he Z ooBC p roject: m anagement, o n a
trustless network, of assets that have a value greater than the
market cap of the native cryptocurrency of the blockchain, or
even running a blockchain without native currency while at the
1.bcz.bz/57
same time guaranteeing its trustworthiness and security.
Interact

The Registration Queue

The registration queue is a list of nodes which have been identified
by a node registration transaction, and whose owner has committed an
amount of locked funds, but which have not yet been admitted into the
node registry.
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The Registration Queue

Thequeueisprioritizedbytheamountoffundslockedbyeachregistering
account, such that the account which committed the most funds in its
registrationtransactionwillbethefirstinlinetobeaddedtotheregistry
when new admissions are allowed.

New admissions are taken from the queue into the registry at a regular
interval. The rate at which new nodes are accepted is a function of the
existing size of the node registry, such that when the registry is small,
new nodes will be added slowly, but as the registry grows new nodes will
beadmittedfaster.Thisrateisfundamentallyasecurity requirementof
the Proof of Participation algorithm, as an attacker could trick the algorithm if he were suddenly able to take control of a major
fraction of the registry. Admitting nodes gradually gives the
algorithm enough t ime to remove cheating nodes before
1.bcz.bz/59
they can accumulate a majority (see Node Registration, above).
Interact

Registering a Node

Before registering her node, the owner must collect a special message
from it called a proof of ownership. This message simply contains the
owner’s account address, a recent block hash, and the height of the block
hash. The message is signed off by the node’s private key.
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The proof of ownership message is then bundled inside a register node
transaction, together with the node’s public key, the amount of funds to
lock from the sending account, the account’s signature, and the fee for
the transaction. To prevent malicious users from abusing the register
node transaction, the fee to add a node to a queue is much higher than
most transaction types.
When this transaction is executed by the network, the balance specified
by the owner will be locked, and the node will be added to the registration
queue.Thelockedfundsaretakenfromtheuser’saccountandheldin
trust by the network, until such time as the node exits the queue or
registry for any reason, at which time the funds are returned to the user’s
account in full with a 1-day delay.
The wallet application we provide helps to smooth the process
of collecting the proof of ownership message from the user’s
node and assembling the transaction for the network, ensuring
the user has an intuitive interface and needs no specialized
technical knowledge of the system to perform this operation.

1.bcz.bz/5d
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Claiming a Node

By d esign, i t i s n ot p articularly d angerous i f a u ser loses control
node’s private key, since it is only used to create blocks and to prove
a node’s identity in the Proof of Participation algorithm. As described
above, this isolation is a key motivation for separating the node’s private
key from an account’s private key.
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Claiming a Node

However, there is a type of “key sharing” attack on the Proof of Participation
algorithm where all nodes may voluntarily share their private keys with
e ach o ther. I f a ll u sers a greed to s hare t heir n ode keys, t hey w ould
undermine the central assumption the algorithm is premised on: namely
that only a user’s node may generate a valid digital signature, proving the
node was online and participating with the network at the time.

Therefore, in the case that a user comes into possession of another node’s
private key, ZooBC allows this user to “claim” the node’s locked funds,
which will also eject that node from the registry. Such a “key sharing”
attack then requires enormous trust in the other participants in the
scheme not to steal funds from each other, while still allowing a user to limit
the damage that can be done to them by only locking in their
node an amount of funds they are willing to put at risk. This
incentivizes node operators to take seriously the security of
their nodes, as nodes are custodians of the private keys that 1.bcz.bz/5f
Interact
control such locked funds.

Ejection from the Node Registry

If a t a ny t ime t he p articipation s core o f a n ode i n t he registry d rops
to z ero, t he n etwork’s consensus r ules d ictate t hat t he n ode w ill
automaticallybereturnedfromtheregistryintothequeue.Inthisway,
a node must be consistently online and participating to remain
in the registry and collect coinbase rewards. Ejection from the
queue does not penalize the user’s locked funds, which are
1.bcz.bz/5g
returned in full to the node owner’s account.
Interact
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Proof of Participation

We propose a novel consensus algorithm that involves proving that registered
nodes are reliably online and propagating data to each other, computing
 participation score for each, and using this score as a weighting
a
coefficient to the node’s pseudo-random chance to be elected
to receive coinbase rewards. If a registered node’s participation
score falls to zero it is automatically ejected from the node registry.

1.bcz.bz/5h
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Our intentions with this strategy include promoting the availability of network
nodes, more evenly distributing stewardship of the blockchain history among
many parties, and more evenly rewarding the participation of all nodes
composing the network. Additionally, we create an incentive
scheme for the network of all registered nodes to organize itself
into an optimal topology thus minimizing the number of hops any
1.bcz.bz/5j
piece of data must take to propagate through the entire network.
Interact
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Overview

“Participation”couldbedefinedinmanyways,butforthepurposesofthis
algorithm we mean that a node is transmitting pieces of blockchain-related
data (such as blocks and transactions) to many other nodes in a timely
fashion. While tracking the entire set of node-to-node transmissions is
infeasible, we use a random sampling strategy to pick some small subset of
transmissions from the network to evaluate who is participating.
Such p roofs o f t ransmission w ould b e m eaningless i f t hey could
b e p roduced o n d emand; t herefore, n odes m ust regularly p ublish
“commitments” of their transmission activity to the network. When a node
is called on to produce some small sample of its past transmission
activity, it should also prove that the records it produces were
included in commitments already published on the blockchain,
which makes such records impossible to produce just-in-time. 1.bcz.bz/5m
Interact
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The ZooBC network protocol specifies that each transmission should
r eturn a receipt: a special object, digitally signed by the receiver, which
uniquelyidentifiesthes ender.Thereceiptisaclaimthataparticular
piece of data was transmitted between those nodes at that time.
A receipt object also includes a commitment:  the Merkle root
of a set of other receipts which had previously been collected by
1.bcz.bz/5n
the receiver.
Interact
When a node creates a block, it can include some receipts of
its past transmission activity. These receipts can be validated
objectively by all nodes using several criteria. The number and
qualityoftheincludedreceiptsareusedtocalculatewhether
the node’s participation score should rise or fall.

1.bcz.bz/5p
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As we wish to measure only recent activity on the network, we impose
a height filter on receipts which may be included in a block, such that
receipts expire some number of blocks after they were created. The
expiration time is a function of the number of registered nodes, because
a greater number of block creators means a greater average time
betweenblockscreatedbyanygivennode,whichconsequently
expands the average time we expect between a receipt’s publication
1.bcz.bz/5q
and the time it was previously committed.
Interact
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Overview

 ishing to prove the node has received and propagated the full set of
W
  items on the blockchain, we impose a data filter on the receipts
data
which may be included in a block. Based on the number of data items
recently included in the blockchain, we pseudo-randomly restrict the set
of data hashes which may be legally included, in a way that is
not predictable before the block creator’s turn. This ensures that
a node must keep receipts from all data items transmitted in
order to reliably produce the randomly-selected subset.

1.bcz.bz/5r
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Because we wish to prove the node has been in communication with many
other nodes, and also to guarantee every node has a fair opportunity to add
to its participation score, we impose a peer filter on the receipts which
may be included in a block. Periodically, the network pseudo-randomly
computes a new network topology that governs which peers a given node
is allowed to publish receipts f rom. Unlike the data filter, this filter is
assumed to be known by all nodes at the beginning of each
new topology period, to ensure that nodes have a fair chance
to reorganize their peer connections to collect the receipts
1.bcz.bz/5s
they will be allowed to publish in the future.
Interact

A receipt is only worth a higher participation score if the publishing
node can prove that the receipt was a member of a commitment (receipt
Merkle root) already included in a previously published
receipt, proving that the new receipt that matches these
filters existed before the filter criteria were known. When
such a proof accompanies a receipt in a block, it is defined
 receipt.
linked
as a

1.bcz.bz/5t
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If a node does not have any receipts to link, it can still include un-linked
receipts (not included in a Merkle root published by another node in a
previous receipt) to earn a much lower score. While these
receipts prove little about the publishing node, they do include
commitments from their creators, and can later be used to
prove pre-existence when those creators publish and link 1.bcz.bz/5u
Interact
their own receipts.

In order to compute the change in participation score, we assign each
block a value by counting a small number of points for each un-linked
receipt and a larger number of points for each linked receipt. There is a
fixedmaximumnumberofreceiptswhichcanbeincludedina
block, so we can clearly state that the maximum block value is
given forablockfilled with linkedreceipts,and theminimum
1.bcz.bz/5v
block value (0) is given for a block with no receipts. 
Interact

If the total value for the block exceeds half of the maximum block value,
thecreatingnode’sparticipationscorewillincreaseforthisblock;otherwise
it will decrease. Should a node miss its turn to create a block
entirely, it will forfeit twice the amount of a participation score
as if it had produced a block with zero receipts.
1.bcz.bz/5w

Interact
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The Receipt Object

Field

Size

Sender Public
Key

32 bytes

The public key of the sending node

Receiver Public
Key

32 bytes

The public key of the receiving node

Data Type

4 bytes

A code indicating the type of datum
that was sent (Block, Transaction,
File Chunk, etc.)

Data Hash

32 bytes

The hash of the datum that was sent

Ref Block Height

4 bytes

The height of a recent reference block

Ref Block Hash

32 bytes

The hash of the recent reference
blockattheheights pecified

Receipt Merkle
Root

32 bytes

A Merkle r oot of r eceipt o
 bjects
previously received by the sending
node

Receiver 
Signature

32 bytes

The digital signature of the receiving
node (receipt producer) on all of the
above data

Total

200 bytes

Description
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Producing Receipts

When a node transmits some piece of data to another node (such as a
transaction or block), the receiving node (after validating the data) s hould
p roduce a receipt o bject a nd return i t to t he s ender. T his
receipt should be created and returned regardless of whether
the receiving node had already received and rebroadcast the
1.bcz.bz/5x
same data from another node, so long as the data itself is valid. Interact

The receiving node will populate the “Sender Public Key” with the public
key of the node which sent it the data, and the “Receiver Public Key” with
itsownnodepublickey.“DataType”isfilledwithatypecode stating whether
the data is a block, transaction or potentially other kinds of transmission,
and the “Data Hash” field is filled with the hash of the data item which
was transmitted. “Ref Block Height” is filled with the node’s current
block height, and “Ref Block Hash” with the hash of the block at that
block height.

132 ZooBC

ZOOBC - NEW STRATEGIES IN BLOCKCHAIN

Producing Receipts

Tofillthe“ReceiptMerkleRoot”,thereceivingnodewilllookuparecent
Merkle root in its “batch table” (described below). While the
contentofthisMerklerootfieldcannotbevalidatedbyother
nodes, it is in the receiver’s interest to include a proper
1.bcz.bz/5y
commitment which he can later use to prove the prior existence Interact
of other receipts he has collected.
Finally, the node signs all the above data with its private key, guaranteeing
t he receipt could not be produced without its involvement.
The receipt object is then sent back to the node which transmitted
the data. Repeated failure to return a valid receipt object may
result in the sending node blacklisting the receiving node.

1.bcz.bz/5z
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Collecting Receipts

As a node broadcasts pieces of data to other nodes, it will collect and
savethereceipts that are returned from each receiving node T hese
receipts are organized into batches, and a Merkle root is calculated for
each batch w hich can b e i ncluded i n f uture receipts produced by the
node.
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The number of receipts which we allow to be proven by a single Merkle
root is limited, therefore it is not in the node’s interest to save
any receipts that it already knows will not be usable later. The
node can safely discard any receipts that it already knows will
1.bcz.bz/62
not be permitted to include in a future block, in particular receipts Interact
whichdonotm
 atchitspeerfilter.
Themaximumbatchs izeisg
 overnedbyaconstantdefinedintheprotocol
rmr max depth, being the maximum allowed depth of a receipt Merkle
tree. Functionally, this translates into the maximum number
of intermediate hashes a node is allowed to publish along
w ith a receipt to p rove i ts m embership i n a p reviously
1.bcz.bz/63
p ublished Merkle root.
Interact
Receipts only need to be collected in memory by a node (i.e. not written to
theharddrive)untilt henodeisreadytofinalizethebatcha
 ndthenw
 rite
them tothedatabase. Whenit is timeto finalizethe batch,the nodewill
first compute the Merkle root of all the receipts in the batch and save a
new record in the batch table, connecting the root to the block height at
which it was created.
The node then adds all of the receipts included in the batch to the receipt
table. Each record in the receipt table will specify the batch ID (Merkle
root) that the receipt belongs to, and also its sequence number within
the batch.
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Collecting Receipts

In this way, as the node collects receipts, it keeps a personal record of all
theinformationitwilllaterneedtofindoutifoneofitscommitments
has been published by another node and to construct the necessary
proof (or “link”) that some of its receipts were previously committed.
1.bcz.bz/66
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Batch Table Structure
Field

Type

Description

Batch Merkle
Root

32-byte
blob

The Merkle root of all receipts included
in this batch

Created Height 4-byte int

The block height when this batch
was created

Receipt Table Structure
Field

Type

Description

Batch ID

8-byte int

The first 8 bytes of the batch Merkle
root

SeqN
 umber

4-byte int

This receipt’s position within its batch

Receipt Hash

32-byte 
blob

The pre-calculated hash of the receipt
object

[Receipt Data]

The full data of the receipt object
structured the same way as the
receiptobjectspecifiedabove
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Pruning Old Receipts

As all receipts have an expiration time (based on the block height they include),
there is no benefit in keeping them forever. Additionally, each batch stores
the block height from when it was created, making it easy to detect when all
the receipts within a batch have expired. These expired receipts can be safely
deleted.
The node will run a pruning process which occasionally
checks if there are expired batches and cleans them from the
database. Therefore, the entire receipt storage process should
fit in a constant memory footprint, cleaning the old ones as
new ones are accumulated.

136 ZooBC

1.bcz.bz/67

Interact

ZOOBC - NEW STRATEGIES IN BLOCKCHAIN

Proving Linked Receipts

When a receipt is included in a block, it can either beun-linked
(meaning its prior existence cannot be proven by any Merkle
root previously published) or linked (when prior existence
can be proven.)
When a n ode w ishes to  link a receipt, i t m ust i nclude a
setofintermediatehasheswhich,whenhashedinsequence
w ith t he h ash o f t he receipt, y ield a M erkle root h ash
w hich h as b een p reviously p ublished i n a b lock.

1.bcz.bz/68
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Inordertodothis,whenconstructingablock,thenodewillfirstcompare
the set of  receipt Merkle roots it has stored to all recently published
receipt Merkle roots , and begin searching through any receipts it
possesses which are already included in one of these previous Merkle roots.
 henitfindsareceiptthatmatchesthefiltercriteriaforreceipts
W
in the new block it is creating, the node can use the precomputed
set of intermediate hashes composing that Merkle Root to look
up which intermediate hashes it must include with the new
receipt to prove the linkage.

1.bcz.bz/6a
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Inpractice,provingthelinkisquitestraightforward:first,hashthereceipt.
Then,findthehashofthestringmadeofthatreceipthashconcatenated
withthefirstprovidedintermediatehash.Then,hashtheobtainedresult
concatenated with the next provided intermediate hash. Repeat this step
for all provided intermediate hashes. If the result at the end precisely
matches a recently published Merkle root, this proves the receipt object
must have already existed at the time when the Merkle root
was created, and the link is valid. If it matches none, then
the block creator has tried to forge a link where none exists,
1.bcz.bz/6b
hence the entire block becomes invalid.
Interact
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The Height Filter

As described above, each receipt to be included in a block must be valid
accordingtodifferentfilters,whichareparameterizedwhentheblockisbeing
created and can be objectively validated by other nodes when they receive
the block. The simplest of these is the heightfilter.
Each published receipt contains a block height and the corresponding
hashoftheblockatthatheight.Itispossibletocraftareceiptthatspecifies
an earlier block height than when it was produced, but it is not possible
to produce a valid receipt for a future block height, as this
would require foreknowledge of the block hash at that future
height. Therefore, we can say that a receipt was created no
later than the block height at which it was created and signed. 1.bcz.bz/6d
Interact
Each time a node is added or removed from the registry, the network
recomputes t he  receipt expiration t ime, w hich i s t he m aximum
difference allowed b etween t he b lock h eight at which a receipt was
created and the b lock h eight at w hich i t i s published. When a receipt
is selected to be published, the node will compare its age to the receipt
expirationtimetodetermineitsvalidity,andothernodeswillconfirmthis
when they validate the receipts published in the new block.
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In order to maintain or increase its participation score, a node must reliably
publishlinked receipts. To give a node a fair chance to survive in
the registry, the receipt expiration time must be greater than
the average expected time between a previous block publishing
1.bcz.bz/6f
one of its receipts and the node being allowed to publish a Interact
receipt that links to it.
For this reason, the expiration time is computed as a function of the registry
size, as the number of nodes in the lottery to create blocks can be used
to determine the average chance that a certain number of
receipts from a node have been previously published within
a given timeframe. We will continue to experiment with this
1.bcz.bz/6g
function through our alpha and beta network testing to reach Interact
the best algorithm to keep this timeframe secure.

The Peer Filter

The most complex filter imposed on receipts is the peer filter. The first
objectiveofthisfilteristorequirethateachnodeintheregistryconnects
to a diversity of other nodes and that the selection of these preferred
p eers is random and b eyond i ts control. T his minimizes an attacker’s
ability to selectively favor his own other nodes with the Proof
of Participation algorithm, as on average he would need to
control almost all of the registry and withhold his participation
from all of the remaining nodes in order to eventually create a 1.bcz.bz/6h
Interact
more valid chain.
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The Peer Filter

We divide time into network topology periods of 60 blocks. Every 60
blocks, the network will pseudo-randomly compute an ordering of all
nodes in the registry and use this ordering to assign a set of preferred
peers to each node. Each node can easily compute its own
preferred peers and connect to them in favor of others. More
importantly, when the node publishes receipts later, the receipts
1.bcz.bz/6j
it is allowed to publish must come from one of its assigned Interact
peers at the time the receipt was created.
The second objective of the filter, closely connected with the first, is to
ensure that each node in the registry has a fair chance to have their
previous receipts published. This helps create some statistical certainty
and uniformity in how many blocks we can expect on average
between any given node’s receipts being published, which
helps guarantee that even honest nodes do not make their
receipt selections in a way that accidentally excludes some 1.bcz.bz/6k
Interact
other honest node.
Beyond the above properties, this preferred peer assignment strategy
also gives us the opportunity to optimally organize the peer-to-peer network
topology of nodes in the registry. By optimally, we mean that
assuming all nodes are online, for a network size N, and a
number of preferred peers P, we can guarantee that a new
1.bcz.bz/6m
transmission is gossiped to the entire network in a maximum Interact
of H hops, computed:
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For example, if each node has 20 assigned peers to broadcast to, even in
a registry of 50,000 nodes, the broadcast will reach all nodes after only 4
hops.
While decentralization prevents us from forcing any given peer to follow
this preferred peer assignment, it creates a strong crypto-economic
incentive for nodes to comply with this connection strategy: if they do not
c ollect receipts f rom t heir a ssigned p eers i n a g iven t ime p eriod,
they will be unable to publish receipts later which pass the peer
filter,andsubsequentlytheirparticipationscorewillfall,reducing
the amount of coinbase rewards they will collect and eventually
1.bcz.bz/6n
ejecting them from the node registry altogether.
Interact

The Data Filter

Thetwofiltersaboveareknowninadvancetothenodecollecting receipts,
and a node could pass them by only transmitting a few pieces of data to
e ach o f i ts p eers d uring e ach n etwork topology p eriod. B ecause w e
wish to incentivize nodes to transmit all relevant data, we
impose a datafilter on the receipts that can be published in
a block, such that only receipts for a small random subset of
all data recently transmitted may be included in a given block. 1.bcz.bz/6p
Interact
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The Data Filter

In p ractice, t he n ode k eeps c ount o f t he n umber o f b locks a nd
transactions that have been published since the receipt expiration
time. (This counts only transactions included in blocks, so the number for
a g iven block height i s strictly i n consensus for all nodes.)
Thisnumberisusedtocalculateafilterwidth,anumberbetween
0 and 1, which represents the likelihood that the hash of any given
1.bcz.bz/6q
block or transaction is good to be published in a new block.
Interact
A receipt passes t he  data f ilter i f, for t he BlockSeed and FilterWidth
at block height H, and for the DataHash of a receipt R, the following
condition is true:

Therefore, in order to have a reasonable chance of being able
to provide enough receipts to pass the data filter when called
on to produce a block, a node must collect receipts for all data
transmissions occuring during this period.

1.bcz.bz/6r

Interact
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Coinbase Distribution

Conventionally, only the node which produces a block on the network is
rewarded with newly minted tokens. If the network becomes very large,
the chance that any given node will produce a block (especially one with a
lowerparticipationscore)withinaspecificperiod,andthereforereceive
a reward, diminishes.
One of our major objectives with the Node Registration and Proof of
Participation algorithms is to more fairly reward the full set of network
participants, and to do so in a more timely manner. In keeping
with this goal, we implement  a pseudo-random lottery to
reward many accounts per block, with participants’ chances to
1.bcz.bz/6t
win being weighted by their participation score.
Interact
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Here we detail how we compute the amount of new tokens minted per
block and how they are distributed to network participants.

Coinbase Schedule

StyledafterBitcoin,manyblockchainsofferafixedrewardperblockfor
some period of blocks, after which the reward amount is cut in half for
the next period, and so on. This geometric reduction ensures that the
earlier participants are rewarded more than the later ones, and also that
the number of tokens produced will approach, but not exceed, a target total
supply.
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Wefeelitiscleanertodefineasmoothcurveacrossallblocks
rather than explicit halving events, such that the number of
new tokens produced by a block is a simple function of its
block height. For this curve, we take a window of a common
sigmoid function:

1.bcz.bz/6v

Interact

Where
x ranges from approximately 2-6, while we still evaluate t he
parameters.

This window is stretched over a period of 180 months ( 15
years) to give the coinbase curve.
We prefer a function of this form over a pure logarithmic
curve (which other networks such as Bitcoin approximate with
periodic halvings) because as a pure curve, this would yield
aninordinatenumberofcoinsreleasedinthefirstfewyears,
which we would prefer to leave for later participants.
Based on this rate of distribution, ZooBC expects to reach a
target supply of 33,333,333 tokens over 15 years (the exact
values will be evaluated and announced before the beta version
goes online).

1.bcz.bz/6w

Interact

1.bcz.bz/6x

Interact
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Recipient Selection

For each block, a list of coinbase recipients is computed deterministically
from the current state of the node registry and the new block’s seed. We
defineanordering function to compute a pseudo-random number for each
node, weighted by its participation score, then select up to a maximum of X
nodes with the lowest computed order numbers.
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Where
hash is the first 8 bytes of a SHA3-512 hash,PK  is the
N
public key of node N, PSN is the pop score of node N, and BSH
is the first 8 bytes of the block seed at height H, we give the
ordering function as:

Once we have computed this list of winners, the total block
reward available according to the provided coinbase schedule
function is divided evenly between the winners, with the newly
minted tokens being credited to the winning node’s associated
account.

1.bcz.bz/6y

Interact

1.bcz.bz/6z

Interact

It i s w orth n oting t hat t he P roof o f P articipation s core h as a f ixed
maximum, which any good node should attain after some time.
Therefore, in a large network of good nodes, rewards should be
frequent,fairlydistributed,andnotdirectlytiedtorecentblock
1.bcz.bz/72
production, provided that the node keeps participating.
Interact

 hy does ZooBC blockchain use the SHA-3 hashing 
W
algorithm instead of SHA-2?
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Spine Blocks

Once a day, the ZooBC architecture creates a special block called a
spine block,also chained to the previous spine block. These blocks form
a set of hops that allow a node to skip regular blocks following the spine
blocks from the genesis block to the current time. This provides a fast
route to any moment in the history of the blockchain. Spine blocks are
created once per day on average and contain the major updates
to the node registry (which nodes joined and which left) and
other metadata but contain no transactions, resulting in an
1.bcz.bz/73
extremely light set of blocks to download.
Interact
In this way, a node only needs to download a very light block for each day
of the life of the blockchain, having a constant up-to-date list of who was
in the node registry at each moment in the history of ZooBC,
and so can evaluate if the next spine block has been created
by a legitimate node. This allows, in the case of a fork, a new
1.bcz.bz/74
node to choose the best spine block between several options Interact
presented.
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The first step for any new node is to download, starting at the genesis
block, all the spine blocks (choosing, in case of a fork, the set of blocks
withthehighestcumulativedifficulty)untilitarrivesatthelatestavailable
spine block. The node then uses the most recent blockchain snapshot
hash found in a spine block (more on this below) to identify and download
a blockchain snapshot from peers on the network. This allows
a new node to come up to date with the live blockchain in a few
minutes, even if ZooBC has run for decades and the blockchain
1.bcz.bz/75
has a collective weight of many gigabytes of data.
Interact
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Structure of a Spine Block

Unlike regular blocks on the blockchain, in which the block creator can select
which transactions and receipts should be included, the contents of a spine
block (all except for the set of digital signatures needed to create
and validate the spine block) are purely determined by the state
of the blockchain. Therefore, any node in consensus will produce
precisely the same spine block that any other node would 1.bcz.bz/76
Interact
produce at the same block height.
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A spine block first contains the hash of the previous spine block, and a
timestamp, just like a normal blockchain’s block. This is the essence of any
blockchain and guarantees that the older blocks have not been tampered
with.
Each spine block also contains a list of node public keys which
have been added to, or removed from, the node registry since the
last spine block. As the node applies spine blocks in sequence,
the set of additions and removals tracks a “key pool” which
roughly follows the set of node public keys in the node registry.

1.bcz.bz/77

Interact

Each spine block must contain a collection of digital signatures on its
contents. The set of keys which may legally sign, and how much value
each of their signatures contributes to the cumulative difficulty of the
spine block, are governed by the consensus mechanism described below.
Finally, approximately once per month, based on the rules for when database
snapshots are taken (see below), it is OK for the spine block
creator to include the hashes of the node’s database state. All
the other days of the month no snapshot hash is included in
the spine block. Details on how this snapshot is created are 1.bcz.bz/79
Interact
presented in the section below on Snapshots.
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Signature Accumulation

Every node in consensus will generate the same spine block at the same
moment, so we need a mechanism to govern which node will broadcast the
spineblockfirst,andhowitwillaccumulatesignaturesfromothernodesinthe
key pool .

In the same way that potential next block creators are selected from the node
registry, after each spine block, a priority list of next signers is calculated. To
be valid, the new spine block must collect the signatures of a large number
of these nodes. The higher on the priority list the signers, the greater the
“cumulative difficulty” of the spine block. In this way only an
attacker who controls more than 90% of the nodes in the registry
can be lucky enough to create a set of spine blocks w ith a
greatercumulativedifficulty(andthereforemoreauthority) 1.bcz.bz/7b
Interact
than the honest set of spine blocks.
Nodes then undergo a process of gossiping signatures on the new spine
block to each other, until enough are collected to consider the spine block
c onfirmed,andassignitacumulativedifficultyscoreaccordingtothe priority
position of the signers in the randomized list. At this time, the hash of the new
spineblockisfinalized,anditisbroadcastalongwithallcollecteds ignaturesto
the rest of the network.
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Just as with regular blocks, if there are two competing versions
of the spine block sets available, the node will always select the
onewhichhasthehighercumulativedifficultyscore.

1.bcz.bz/7c

Interact

Joining the Network

When a new node connects to the ZooBC network, it will first reach out
tothewell-knownpeersitisconfiguredwith.Fromthese,itwillcontinue
throughaperiodofnetworkdiscoverybyqueryingpeersfromelsewhere
until it has a sizable collection.
Thenodewillfirstquerythehashandheightofthelastspineblockfromthis
setofpeers.Iftherearemultiplecandidatesetsofspineblocks,itwillfirst
selectthesetreportingthehighestcumulativedifficulty.Thenodewillthen
download all the spine blocks from its connected peers, starting at the
genesis block, confirming that the cumulative difficulty claimed by the last
spine block is legitimate.
After arriving at the latest spine block, the node looks backward to find the
latest registered snapshot hash. The node can then compute (as a function
of the snapshot hash and the current state of the node registry) which nodes
maintain this snapshot and begin downloading it from them.
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Once the snapshot is downloaded and hashed to confirm its legitimacy, the
node will import the contents into its current database state. This brings the
 ode up-to-date with the state of the blockchain at the block height when
n
the snapshot was created. From there, the node simply downloads from the
network the remaining blocks as usual to catch up to the current state of the
network.
In other blockchains, the blocks that a node needs to download to validate the
current state of the blockchain are those with all the transactions from the
genesis (block 0) to the latest block height. In ZooBC, a node
can shortcut to the most recent archived state through the spine
blocks, and only downloading the full blocks of the time since the
last snapshot (at the most would be a month’s worth of blocks). 1.bcz.bz/7h
Interact
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Snapshots

One of our objectives is to reduce the blockchain download time to a
constant (or nearly so). The blockchain download time is a notorious
problem,astraditionallye
 achnodemustdownloadandapplyin sequence
the entire history of previous blocks and transactions before it can begin
evaluating the validity of new transactions, and the size of this historical
record necessarily continues to grow for the lifetime of the chain.
To give an example: at the time of writing (18th November 2019), the
Bitcoin blockchain, almost 1 1 years o ld ( the genesis block is dated 9t h
January 2009), weighs 291GB, while the Ethereum blockchain, almost 4
and a half years old (the genesis block is dated 30th J uly 2 015), w eighs
almost double: 455GB (equivalent to downloading 350 high definition
movies). See https://bitinfocharts.com
  for more info on blockchain’s
data.
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To address the blockchain bloat issue, in ZooBC, each node periodically
(at a block height agreed by the network) takes a snapshot of the current
state of its database, and computes a set of hashes for this snapshot. To
be sure the node has the same snapshot as all the other nodes,
it compares its new snapshot hashes against the hashes of
the snapshot as calculated with the hashes in the metadata of
1.bcz.bz/7m
a new spine block proposed by a blocksmith.
Interact
If the blocksmith uses hashes that, combined with known snapshot hashes,
lead to the same set of hashes the majority of nodes in the node registry
has calculated, its block is approved; otherwise it is rejected. Any new
node joining the network then only needs to download the spine blocks
 ntil it finds the block with the hashes of the latest database snapshot,
u
and downloads it in chunks from its peers, to come up to a recent database
state,fromwhichitcanfinishdownloadingthemostrecentblockstocatch
up to the rest of the network. 
The maximum size of a completely new snapshot can be
determined by the sum of all the assets and accounts with
current balance and relative properties. To produce a valid
number in Mb we need to wait for the beta version to be running
and do stress tests to the blockchain.

166 ZooBC

1.bcz.bz/7p

Interact

ZOOBC - NEW STRATEGIES IN BLOCKCHAIN

VIDEO
How Snapshot 
Works in ZooBC

What Is Snapshot 
Time Interval?

What ZooBC Blocks 
Store the Snapshots?

Relation between Spine
 locks and Snapshots
B

FORUM
Join Discussions
about Snapshot

QA

ZOOBC Q&A
Get YourQuestions
about Snapshot 
Answered

ZooBC 167

ZOOBC - NEW STRATEGIES IN BLOCKCHAIN

Creating Snapshots

Approximately once per month, all nodes deterministically select a block
height at which the next database snapshot should be taken. Each node will
w ait u ntil e nough b locks h ave e lapsed t hat t hey h ave
s urpassed the “maximum rollback height”, in order to guard
against instances where the node begins computing the snapshot
1.bcz.bz/7q
and then must abandon this to process a rollback 
Interact
(see glossary in Appendix 3 at page 218).

At this point the node initiates a background process to begin constructing 
afilethatrepresentstheexactstateofthenode’sdatabasefromtheearlier
block height determined to be the snapshot height. Once this file is
constructed, it is saved as a snapshot, and its hashes are computed.

Inordertogivenodestimetoconstructthesnapshotfile,agraceperiod
of many more blocks is given before it becomes legal to include the new
snapshot hash into a spine block. This ensures that once the new spine block is
broadcast, all nodes, even those running on very limited hardware
such as an Arduino or Raspberry Pi, should be able to construct
and hash their snapshot file, and thereby validate the hashes in
the new spine block against the one they independently computed. 1.bcz.bz/7r
Interact
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Block Backups

State snapshots allow a node to zoom to the current state of major intervals
in the blockchain’s history. However, in order to rebuild the database state
at any particular block height, a record must still be kept of all previous
blocks and transactions. Additionally, in some cases the information in a
transaction itself (not the resulting database state) may be required by a
user, such as a digitally signed message.

In the same way that a node produces large snapshot files, it will also
periodicallyp
 roducefileswhichcontainsetsofblocks,t ransactions,and
receipts, from a particular range of block heights, that need to be archived.
Another node that wishes to inspect or replay these blocks, after they
havebeenarchivedandprunedfromitsowndatabase,mayrequestfrom
othern
 odest odownloadtheneededblocksb
 ackupfile.
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If we assume all nodes keep all block backups, this may seem like an
equivalent(orworse)strategytohavingthenodesimplystoreallhistorical
blocks in the blockchain. But combined with a general mechanism
for sharding the storage of large files across nodes on the
network (described below), this allows for major space savings.
1.bcz.bz/7u
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File Distribution

It is important that the network remembers old state snapshots and block
backups in a decentralized way, both because new nodes need to catch up
to the network without a central point of truth, and because a node operator
may want to go backward in time and validate an old transaction in the
context in which it happened, or recover other states which only existed
at a particular time.
Every node keeps the full data of the two latest snapshots in order to
make them maximally available to new nodes joining the network. However,
after this time, it is overly redundant for them to be duplicated
across all nodes. Therefore we employ a strategy similar to
the Torrent protocol, to fairly divide the work of storing old
1.bcz.bz/7w
snapshots and block backups.
Interact
Eachfileissubdividedintosmallerchunks,andtheresponsibilityforwhich
s et o f n odes i n t he registry s hould retain e ach c hunk i s c omputed
deterministically. As a network parameter, we specify only
the number of redundant copies of each chunk that the network
s hould m aintain, and t he c hunk a ssignment a lgorithm
1.bcz.bz/7x
a utomatically updates this responsibility when nodes enter Interact
or leave the registry.
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When a set of nodes is chosen to be the custodian of certain chunks of
the files, there is no need for those chunks to be transmitted, meaning
that other nodes can delete those chunks to free up space on their hard
drives.Thesefi
 lesaregeneratedlocallyt hes amewaybyeachnode and
onlyneedtobetransmittedtoanothernodeuponrequest.This
saves most network traffic compared to the Torrent protocol
(on which ZooBC’s decentralized storage is modeled), where a
1.bcz.bz/7y
singlepeer postsafileandotherpeersdownloadchunksfromit Interact
tokeepredundancyoft hefi
 leinthenetwork.
When a node wishes to retrieve a large file, such as a snapshot from
the network, it will first query other nodes with the hash of that file for
a manifest of the hashes o f t he c hunks w hich compose the file. For
each chunk hash, the node can compute which set of registered nodes are
currently responsible for storing that chunk, and it can
pick one at random from which to download it. Once all the
chunks have been collected, they can be assembled and
hashed together, and the final hash can be verified against 1.bcz.bz/7z
Interact
therequestedfi
 leh
 ash.
ZooBC computes the number of redundant copies of any chunk as the
squarerootoftheregistrysize.Inthisway,asthenetworkgrows,more
r edundant copies of each chunk are maintained, but the number
of copies grows more slowly than the size of the network,
therefore the burden of each node on average continues to
be reduced (adding nodes to the network reduces the storage
responsibility of any given node).
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Archival Nodes

When users run ZooBC nodes, they can do so in the smallest devices, as
ZooBCnodesdon’thavedatabloating and don’trequirehigh computation
to secure the blockchain, thus they can be run at low costs. Yet, if a user
decides to keep a full copy of all the data present in the blockchain, he
can set up the node in a stronger machine with a large data storage system,
and set his node as an archival node. This means that the node will be
one of those that guarantee full access to each piece of data that has
transited in ZooBC since day 1. This can be done to run statistics on all
the data and to provide to the P2P network access to all the
past data, when the assigned backup nodes are not available.
Datacanalwaysbeverifiedasgoodbyrecalculatingitshash
1.bcz.bz/83
andmatchingitw
 iththeoneinpossessionbytherequestor. Interact
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Although we leave open the possibility, via  spine blocks, for casual
nodes to accelerate to a recent database snapshot, never having previously
 ownloaded or validated the chain, some node operators may wish to run
d
a node that builds the entire chain history from scratch and maintains all
data as a source for other nodes to download from.
To facilitate this, we allow a node to be configured as anarchival node. In
this configuration, the node will download and verify the entire history of
the blockchain and will retain all blocks, transactions, receipts, and other
data as a download source for other nodes.
This is not only a service to all the other nodes in the network, but may
beanecessityforcentralizedservicesthatneedtorunqueriesonthefull
history of the database, such as block explorer websites, or services to
produce statistics or summaries of data in the blockchain. Any data provided
byanarchivalnodecanbeverifiedagainstthecodeZooBCblockchainjust
by jumping to the needed transaction using the spine blocks as a shortcut.

WhileZooBCusesadistributedfilestoragestrategytoenableanynodeon
the network to recover past data from its regular peers, there is always the
possibility of a catastrophic failure where all nodes maintaining redundant
copiesofsomechunkgoofflinesimultaneously.Afewpeoplemaintaining
archival nodes help mitigate the risk, as the network can then
recover the lost pieces. There are many reasons for people to
operate archival nodes without an explicit reward mechanism,
such as operating blockchain explorer applications or other 1.bcz.bz/87
Interact
applications which need a complete historical index of the data.
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Constants

technology

While we have described in general terms the behavior of the new systems
and algorithms we have developed, many of the hard numbers and constants
which will be deployed i n t he f ull release of ZooBC have not yet been
determined. During our alpha and beta testing phases we will
continue to reason about the best values for these parameters.
Some of the major sets of constants are described below.
1.bcz.bz/88

Interact
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Tokens

The total amount of tokens that will ever be
produced by ZooBC (token cap). We will evaluate
technical considerations like fungibility and
psychological considerations to arrive at what
we feel is the best total token supply.

1.bcz.bz/89

Interact

https://blogchainzoo.com/glossary/z/zoo/

https://blogchainzoo.com/glossary/z/zoobit/

Coinbase

The rate at which new tokens are created by the network,
the curve describing how this number will change with
time, and how long it will take to generate and distribute
them all. We aim to reward e arly network participants
more than later ones to incentivize early
participation, while ensuring the rewards will
stillbesufficienttoincentivizenodeoperators
1.bcz.bz/8a
for decades.
Interact
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Participation Score

The score earned or lost by a node when publishing
receipts, finding blocks, etc., and its default initial
s core w hen e ntering t he n ode registry. T his w ill
influence how difficult it is for nodes to
rise or fall in score, which consequently
influenceshoweasyitistomaximizeyour
rewards or to be kicked out from the registry.
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Total Number of Nodes 

0

The number of nodes we aim to register in the genesis
block o f t he n etwork, a long w ith t he m aximum
registry size (if any) and the rules governing the rate 
atwhichnodesareaddedfromthequeue.
We aim to allow new nodes to join as
quickly as we find to be secure with the
1.bcz.bz/8c
Proof of Participation algorithm.
Interact

Assigned Peers

The number of peers from the registry each node is
assigned during each network topology period. Selection
o f t his n umber w ill b e b ased o n t he n umber o f
s imultaneous open connections we can expect from
any given node on the network and how many maximum
hops we want a transmission to take to be gossipped
to all nodes in the network. Particularly, we balance
minimizing the hops for a piece of data to
traverse the entire network by minimizing
the number of simultaneous open connections
1.bcz.bz/8d
we expect any given node to have.
Interact
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Block Time

00:10

The average time between blocks. We aim
to reduce this as much as we can without
causing forking problems, as this will
make the blockchain more responsive.

1.bcz.bz/8e
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Max Transactions per Block

Closely related to block time, we aim to
tune this number as high as we can without
creating network problems, and without
creating a centralizing requirement of
high-powered computers to run nodes.

1.bcz.bz/8f
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Receipt Filters

Receiptfilteringinvolvesseveralparameters,including
how tightly to restrict the data filter, how to compute
the expiry time from the network size, the number of
assignedpeers, etc.Ifthesefiltersaretoo restrictive,
honest nodes will see their participation score fall
unfairly, but if they are too wide, nodes will have room
to skip participation or form attacking
groups without being punished. Through
testingwewillrefineeachofthesenumbers
until the network operates smoothly and 1.bcz.bz/8g
Interact
securely.

Receipt Batch Size

The number of receipts which are used to generate
each receipt Merkle root. In tuning this parameter, we
aim to maximize the number of receipts
which c an b e p roven b y a ny g iven
Merkle root, w hile minimizing the time
between a receipt being collected and being 1.bcz.bz/8h
Interact
proven on the network.
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State Pruning

Which pieces of data can safely be removed from state
snapshots, and how long should they, and other items
such as old unused accounts, be retained How to
calculate the fee for a piece of data to be
posted so that it survives pruning for a
long time. We aim to minimize the size
of the state without losing any valuable 1.bcz.bz/8j
Interact
information.
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Attack Vectors

A decentralized technology is only as useful as its resistance to attacks
from malicious actors. We have developed several theories of attack
against the protocol we propose here, many of which have been mentioned
in the sections where they apply.
In this section, in a later version of this paper, we will list and analyze
all possible attack vectors on ZooBC. Blockchain Zoo will hire white
hat hackers to attempt attacks, as well as offer bounties for users
demonstrating an attack on ZooBC. Additionally, we will perform attacks
against our own test networks and collect the results.
Aswecontinuetorefinetheprotocolandgatherdatafromouralphaand
beta testing phases, and collect feedback from the community,
we will create a detailed accounting of possible attack vectors,
how we have simulated them, and any measurements we
1.bcz.bz/8k
have made demonstrating the security of the protocol.
Interact
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ZooBC Tools
Wallet
VIDEO
How to Use the
ZooBC Wallet

Wallet Features

What Makes the ZooBC
 alletUnique?
W

FORUM
Join Discussions
about 3rd Party
Clones and Wallets

QA

Join Discussions about 
WalletsDeveloped
by ZooBC

ZOOBC Q&A
Get Your Questions about
Wallets Answered
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How to get some ZBC testnet tokens to play with ZooBC

At the moment, we have decided not to publish a
public testnet faucet. During the alpha and beta
releases of ZooBC, there will be chain resets (the
blockchain is rebooted to accommodate changes to
the protocol) leaving users suddenly with an empty
w allet. To m ake i t e asier to trace who already had
received testnet tokens and who received
them before a chain reset, and to warn
users of testnet chain resets, we are giving
1.bcz.bz/3m
testnet tokens to the community support Interact
team.
Request ZBC testnet tokens via:
Feedback function in the mobile or desktop wallet
Forum - Token thread
Telegram group
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Mobile Wallet

ZooBC Wallet
Dashboard

EN
1ZBC=10USD

Account 1

18,022 ZBC

ZooBC team is implementing Android and iOS mobile
wallets, structuring the code to make it easy for integrations
and custom implementation. The mobile wallet includes
a DApps section, where the UI for DApps can be loaded

180,22USD

SEND

REQUEST

Recent transactions
Transaction 1

INVESTMENTS

Zk-WR3hBaqvekg2kAYVVX9cf7NcnpZqk9TFc20JYklWT

Transaction 2

SHOPPING

Zk-WR3hBaqvekg2kAYVVX9cf7NcnpZqk9TFc20JYklWT

f or seamless interaction of the user with
the app. The mobile wallet integrates with
hardware wallets allowing the user to secure
private keys outside the mobile phone.

1.bcz.bz/8r

Interact

Download the iOS and Android alpha version
of the ZooBC mobile wallet.

Participate in ZooBC Mobile Wallet Testing

The Android version is available during the alpha and beta versions of ZooBC. It
is not available in the Play Store. The iOS Alpha version has been released with
TestFlight (an iPhone app to test applications before they are put online in the App
Store). At the time of release of the beta version of ZooBC, in the TestNet, both
Android and iOS versions will be published in the relative app stores.

Send us your feedback with ideas, suggestions, or bug reports.
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Web Wallet

ZooBC also has a default web wallet to allow users to access their core
account data and functionalities from the web. The web wallet allows nodes
owners to interact with all the functionalities needed to manage
and monitor blockchain nodes. Also, the web wallet is being
implementedtoloadspecificDAppsUIandtoacceptsignatures
1.bcz.bz/8t
made with hardware wallets and government-released IDs.
Interact

Go to the ZooBC desktop wallet

VIDEO
Node Registration
in the Web Wallet
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Participate in ZooBC Desktop Wallet Testing

The alpha version of the web wallet is online and connects to the alpha
TestNet. Use either the mobile or the web wallet to generate your account
address. Request demo tokens (testnet ZBC) to try the wallet using the
feedback button. NOTE: many functionalities have not been implemented
yet in the wallet, some aren’t yet in the node app. Several “coming soon”
functions show what will be available in the near future.

Send us your feedback with ideas, suggestions, or bug reports.
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Key Management

Digital signatures, a core part of how a user interacts with a blockchain,
require themanagementofseedphrasesandprivatekeys.Ifauserloses
or forgets his seed words or his private key, he loses access to its blockchain
account and nobody can provide help to recover the account. Most web
wallets offer the possibility to store an encrypted seed phrase in a centralized
server, that the user can download and decrypt to restore his access to
the account. Other web w allets o ffer m ultisig accounts, where 2 out of
3 signatures are necessary to execute transactions. The user holds two,
and the web w allet h olds o ne. T his o ffers s ecurity as the web wallet
cannot execute transactions alone, the user can, a nd t he
web wallet exists as a s pare key i n case t he user loses
one of the two he has. ZooBC is working to offer innovative key
management to allow users to safely store their keys and 1.bcz.bz/8u
Interact
restore access to their accounts when needed.

VIDEO
What Is the ZooBC Key
 anagement Feature?
M
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Block Explorer

Blockchain Zoo is working on a block explorer system, made of a server
-side application and a web UI interface, to offer visualization of blockchain
datafromthebasiconessuchasblocksandtransactions,todataspecific
to t he Proof o f Participation p rotocol. T his tool can b e
customizedtohighlightspecificDApp’sstateandbedeployed
byanyonethatneedstooffertotheirusersaspecificfrontend
to monitor pieces of information particulat to their application. 1.bcz.bz/8v
Interact

Explore the live blockchain: https://zoobc.net 

FORUM
How to Install the
Explorer on a 
MacOS

Join Discussions
about Explorer

Join Discussions
Related to the 
Explorer
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QA

ZOOBC Q&A
Get Your Questions
about Explorer
Answered

Participate in ZooBC Explorer Testing

Like every blockchain, ZooBC also has a block explorer. It is a work in
progress, but you can use the alpha version of the block explorer to monitor
the transactions you send and receive, and the overall transactions sent
intheblockchain.AsZooBChasaveryuniquewayofworking,due tothe
use of Proof of Participation, the block explorer also shows details that
arespecifictothisprotocol.Ifyouhavefeedbackoraquestion,ifyouhave
ideas on what the block explorer should visualize, if you feel something isn’t
working properly… send us your feedback!

Explore the live blockchain: https://zoobc.net
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Conclusion
As described in the introduction, this first version of ZooBC technology
makes several extensions on earlier blockchain technology. We introduce
the Proof of Participation mechanism, the mechanics of the node registry,
state snapshots, spine blocks, a limited governance model for transaction
fees,escrowedandliquidtransactions,a
 ndmanyotherinnovations.

We have chosen our goals for this first release conservatively, especially
emphasizing wide decentralization over scalability on the base layer, as we
believe the censorship resistance and community ownership
which come with such decentralization is the entire purpose
ofthetechnology.However, this does not mean that we don’t
intend the technology to scale, or be contained by any of the 1.bcz.bz/8s
Interact
conventional limits of blockchain.
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Towards the Future...

ZooBC is not only a technology, but a research initiative. The knowledge we
accumulate in our implementation and experience operating the network,
and any funds we raise to achieve these goals, will be directed towards
advancing our passionate v ision to c reate d ecentralized technologies
to overcome the hurdles faced today in achieving widespread mainstream
adoption. The exact details of this work still await our experience and
design, but we can give a glimpse of the path ahead.
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Towards the Future...

The node registry, especially, will serve as the backbone of a decentralized
application (DApp) platform that Blockchain Zoo intends to develop in the
next release of ZooBC. As each node’s operator can choose which DApps
to run (based on the node specifications), subsets of registered nodes
will be able to host the DApps they select, and thus be rewarded for
t hat particular DApp. In this way, the operator of a node in the registry not
only stands to earn coinbase rewards from the greater network but also has
the opportunity to e arn g reater rewards by supporting projects or
applications built on top of ZooBC.

The security and decentralization of each DApp depends on the number
ofnodesrunningit.ThiswillrequireDAppcreatorstoincludemeaningful
incentives in the logic of their decentralized applications, so that as
many node operators as possible choose to run the DApp. This becomes
a scalability solution in itself, a kind of “self-sharding”, where only subsets
of the full network manage data and consensus for individual decentralized
applications.
At the base layer, we will provide the tools for these DApps to accept digital
signatures in multiple formats, and to give user accounts control over
which transactions they agree to receive. We wish to facilitate a level of
 overnment compatibility not only on the base layer but also for DApps
g
built on the base layer, to create an ecosystem of applications which can
be used to manage contracts, titles, and other “things” which may be
demonstrated in a court of law.
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In future versions, ZooBC will also adopt what has been developed in the
field of zero-knowledge proofs, offering users and DApp developers the
option to increase both the privacy and compressibility of user’s transactions
 n the blockchain. This should be accomplished in such a way that it is
o
compatible with the support for DApps, giving both users and DApp
developers the option to use built-in zero-knowledge tools to easily
enhance transactions within their own applications.
This is only a glimpse of where we would ultimately like to go. Blockchain
Zoo looks forward to present, in future papers, detailed designs of these
and other mechanisms in the next versions of the ZooBC technology and,
with the support of the community, fully implemented technologies to the
community.
All of us who used FidoNet, Torrent, and then Bitcoin witnessed the first
sparks of a decentralized future, and many of us are now engaged in a
community effort to fan those sparks into a flame which is transforming
the entire information technology space. Blockchain Zoo, through its
continuing efforts on the ZooBC project, seeks to attract the right minds,
resources and experience, and organize them to push the
cutting edge of decentralization, allowing all users to interact
directly w ith e ach other a nd removing d ependence o n
central intermediaries. This was the vision of Satoshi Nakamoto,
and we proudly endeavor to carry forward the torch.
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Learn More about ZooBC
For its growth, adoption, and strength, ZooBC relies on its community.
Blockchain Zoo (the company behind ZooBC) makes a great effort to
support the ZooBC community.

Please join our Blockchain Community

ZooBC Forum. The central place of the ZooBC community. Users, from
the geekiest supporters to the less tech-savvy, earn a participation score
and gain access as they use the forum. 

Read and join ZooBC forum

ZooBC Knowledge Base. HereanyonecanaskquestionsaboutZooBCand,
onceasupporterbecomesanexpert,cananswerquestionspostedbyother
community members! 

Visit the ZooBC Q&A website
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Support ZooBC
Bounties and Rewards

As we publish this book {1st of February 2021} the ZooBC MainNet is about
to be launched. The investment made by Blockchain Zoo, and some more
private money, has already surpassed the sum of USD 2 million. Unlike
other crypto projects that do ICOs, we didn’t want to raise funds before
having a solid product to offer, and thus created ZooBC by investing our
own resources. We have put together a paid team that reached almost 60
devoted software and brand developers, but at the beginning of 2021 we had
to resize the team to the essential amount of 37 people.  
Want to help ZooBC grow above Version 1? We have open-sourced the
code of all our work under the MIT and GPL3 licenses, and it is available
at https://github.com/zoobc for anyone who wants to join the team and get
bounties to help with the development. For those of you who want to help,
but have no development skills, we are happy to receive donations in BTC
and ETH (and even via TT to our bank account) to finance the bounties for
the open source community. You should read, and why not help with, our
yellow paper: https://bcz.bz/yellowpaper 
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Blockchain Zoo will act as the foundation for the ZooBC project. You can contact
uswithanyquestionsyoumayhaveatinfo@blockchainzoo.com
 andhelpus
by donating at the following addresses:

TosupportZooBCyoucandonateattheaddressesasspecifiedon the
ZooBC.com website
BTC
bc1qzunaa59lm66kq70dt5qjeks89s6xhmu24kayuy

ETH
0xB0431975c291EC575A069654ba0f39C33222155c
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Blockchain Zoo - The ZooBC Team

“A decentralized system is one where multiple parties make their own 
independentdecisions, and all end up moving in the same direction.”
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APPENDIX 1 - White Paper Older Versions

Version 1.0
Download the (clean) V1.0 of the white paper in PDF version here:

https://zoobc.com/ZooBC%20Whitepaper%20V1.0.pdf

The above V1.0 of the white paper in PDF format has a blockchain proof of
existence record:

https://proofofexistence.com/detail/897842dea01bc7d128b
e2bee1798020029ed6ef22101cd345b895fc80ec15cac 

Version 0.2
Download the (clean) V0.2 of the white paper in PDF version here:

https://zoobc.com/ZooBC%20Whitepaper%20Draft%20
-%20V0.2.pdf
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The above V0.2 of the white paper in PDF format has a blockchain proof of
existence record:

https://proofofexistence.com/detail/8a3b56fd764998e982
81506334188da469b70cf9c83968d11df1f2214f307e3f 

Version 0.1
Download the (clean) V0.1 of the white paper in PDF version here:

https://zoobc.com/ZooBC%20Whitepaper%20Draft%20
-%20V0.1.pdf 

The above V0.1 of the white paper in PDF format has a blockchain proof of
existence record:

https://proofofexistence.com/detail/6a0cd36328a36cd8e7
44435a5b92890ba9134962f40f9165a4c15ff888fcad3e
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APPENDIX 2 - Privacy Considerations

Moving into the future of Blockchain and decentralized systems, there
is increasing concern over the entirely-public nature of the data on the
 lockchain. While these concerns are not addressed in ZooBC
b
V1, they stand out clearly in our minds as important to address in
the technology as a whole, and so here we list the thoughts that
are guiding us as we begin designing V2 of the ZooBC blockchain
technology.

1.bcz.bz/8m

Interact

Data Privacy

ZooBC is implementing and will implement various aspects devoted to
data privacy using zero-knowledge proof (ZKP) as a cryptographic method
toallowauser(theprover)toprovetoanotheruser(theverifier)thatthey
have the possession of some information without revealing the information
totheverifier.
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This is important to keep the privacy of data exposed to the network and
allow the use of decentralized applications when managing data that
should not be revealed to the public. As ZooBC also offersdistributed storage
of data (initially used to store the blockchain and the chain snapshots, but later
used also to save large data payload of blockchain transactions and in
subsets of nodes also decentralized apps datasets), the aspects of data
privacy are a key factor for the adoption of the ZooBC blockchain
platform in industries that must comply with  regulatory
requirements and yet need to adopt decentralized systems
to ease the business processes when working with suppliers
and clients.

1.bcz.bz/8n
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UserP
 rivacy

With

the adoption of the GDPR (General Data Protection Regulation) in
the European Union, questions regarding blockchain’s compliance with
theacthavearisen.Personaldatais“anyinformationrelatingtoanidentified
or identifiable natural person”. Given that identities on a blockchain are
associated with an individual’s public and private keys, this may fall under
the category of personal data. A key part of the GDPR lies in a citizen’s
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r ight to be forgotten, or data erasure. Due to the blockchain’s
nature of immutability, potential complications exist if an
individualwhomadetransactionsontheblockchainrequests
their data to be deleted. ZooBC is also working to address this
aspect of user privacy.

1.bcz.bz/8p
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Anonymity

ZooBC aims to provide the essential tools for both systems and users
that need full anonymity and applications and users that require defined
identities for the users. Also, even for systems that need to identify users,
there may be a need for anonymous transactions, anonymous voting, etc.
ZooBC aims to use zero-knowledge-proof transactions to
allow anonymous transactions, anonymous interaction with
decentralized apps, and most importantly, anonymous voting
where a vote per registered user is guaranteed by the system,
yet what the user has voted remains anonymous.

1.bcz.bz/8q
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APPENDIX3 - G
 lossary

This whitepaper uses some terms or expressions that require some
background knowledge of blockchain. Here is a glossary to clarify some
basic terms which may ease understanding of the whitepaper:
Node (also referred to as “blockchain node”, “network server”,
“peer”): a node is a computer or server that is running the ZooBC
node software. More importantly, it is connected to other nodes,
running the same software, to create a network.

https://blogchainzoo.com/glossary/n/node

Network (also referred to as “P2P”, “peer to peer”, “the blockchain”):
A peer-to-peer network that distributes computing tasks among
many private computers (decentralized servers), instead of using
company computers (centralized servers).
https://blogchainzoo.com/glossary/p/peer-topeer-p2p
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Transaction (also referred to as “payment”, “transfer”):  a transaction 
is a set of instructions that a blockchain user prepares and signs
in a client application. The user then broadcasts the transaction to the
network. Nodes in the network receive the transaction, execute it,
and incorporate it with others into a block.

https://en.bitcoin.it/wiki/Transaction 

Fee(also referred to as “transaction fee”):  the payment a user grants
to the network to include her transaction in the blockchain. To submit
a transaction a user needs to add a fee that is given as an incentive
to nodes to maintain the blockchain. The fee is usually attached to
thetransactionitself;ifthetransactionisrejectedthefeeisusually
returned to the user. Fees also serve as a deterrent to users from
spamming or otherwise abusing a blockchain. Quote: “Ah, if only
spammers had to pay a fee to send us emails…”

https://blogchainzoo.com/glossary/t/transaction-fee
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Mempool ( also referred to a s “ queued t ransactions”,
“unconfirmed transactions”):  a temporary cache of transactions
stored by a node that will exist until each transaction is incorporated
into the blockchain. When users submit a transaction to the P2P
network, each node receives and validates the transaction and,
before rebroadcasting it to the rest of the network, keeps a copy
 f it in a local queue called a “mempool”. Once the transaction
o
is included in a new “chained” block, the node first executes the
transaction, updating the status of its copy of the blockchain, and
then removes the transaction from its mempool.
https://blog.kaiko.com/an-in-depth-guide-into-how-the-mempool-works-c758b781c608

Block:  a block (the word “block” in “blockchain”) is a set of data,
usually formed by metadata and transactions, assembled by a miner
(see below) who ensures that it complies with the consensus algorithm
of the blockchain. After creating a block, the miner signs it and
broadcasts it to the network so that nodes can validate it and add
it to the blockchain.

https://en.wikipedia.org/wiki/Blockchain#Blocks 

https://blogchainzoo.com/glossary/b/block
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Block Height (also referred to as “height”, “blockchain height”):
the position (height) of a block in the blockchain. A blockchain is
composedofasequenceofuniqueblockschainedtooneanother,
with e ach b lock g iven a  s equential i ncremental v alue t hat
d etermines its position in the blockchain. Each block is assigned
a “height” starting from zero. The blockchain height is the total
number of blocks on a blockchain.

https://blogchainzoo.com/glossary/b/block-heigh

Miners (also referred as “forgers”, “minters”, “block creators”,
“blocksmiths”):  the accounts, in a blockchain, that, through a node,
create, sign, and propose new blocks to the network. Usually, miners
collect the fees of the transactions included in the blocks they create.
In some blockchains, they also collect an additional reward made of
new coins created with the block (see “coinbase”). In Proof of Work,
an account can be owned by an individual user, or by a group of users
pooling their computing resources (a “mining pool”) to increase their
chances of earning fees.

https://blogchainzoo.com/glossary/m/miner
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https://blogchainzoo.com/glossary/m/miner

Coinbase (also referred to as “reward”, “new coins”, “new tokens”):  the
“sender” of a special transaction included in every new block (on
some blockchains) that creates new tokens from nothing. These
tokens are given as a reward to the miner that creates the new block,
thereby increasing the total amount of tokens in circulation within
t he blockchain. Some blockchains use the coinbase only at block 0
and have 100% of their tokens already created when the blockchain
is launched. (“Coinbase” should not be confused with the cryptocurrency
exchange from San Francisco of the same name.)

https://en.bitcoin.it/wiki/Coinbase

Hashing Power (also referred to as “hashrate”, “h/s”, “work”):  
the total computing power used to calculate hashes in a Proof of
Work blockchain. To make a new block valid to be broadcast to the
network,minersofblockchainsthatuseProofofWorkarerequired
t o find, through trial and error, a particular hash specific to their
new block. To do so, miners purchase specialized hardware that
calculates millions of hashes per second. The quantity of hashes
miners can collectively produce is called hashing power.
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https://en.bitcoinwiki.org/wiki/Hashrate 

https://blogchainzoo.com/glossary/h/hash-rate

Blockchain (also referred to as “chain”, “distributed system”):  
a constantly growing list of data blocks, each containing users’
transactions. Blocks are “chained” one to the other using cryptography.
The“chaining”isdonebyaddingtoeachnewblockauniquefinger
print (a cryptographic hash) of the previous block. How this unique
fingerprint is generated is the core aspect of the mechanics that
secure a blockchain (Proof of Work, Proof of Stake, or many other
“Proof of…” that are used).

https://blogchainzoo.com/glossary/b/blockchain

Public / Private: Permissionless / Permissioned: different types of
blockchain. A blockchain can be deployed publicly (openly accessible
from the Internet) or privately (inside an access-protected Virtual
Private Network, or VPN). Blockchains can also be permissionless
(where a user does not need to be “authorized” to submit transactions,
run nodes, etc), or permissioned (where an administrator must authorize
a user’s account before she can post
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transactions, etc.) When deploying a new blockchain, or a clone of
an existing blockchain, the choice must be made to make the new
blockchain public or private and permissioned or permissionless.

Public

https://blogchainzoo.com/glossary/p/public-blockchain/

Private
https://blogchainzoo.com/glossary/p/private-blockchain/
Permissioned
https://blogchainzoo.com/glossary/p/permissioned-ledger/
Permissionless
https://blogchainzoo.com/glossary/u/unpermissioned-ledger/

Fork (also referred to as “blockchain split”, “alternative chain”): 
a fork occurs, like a fork in the road, when different sets of nodes in a
blockchain disagree over which is a legitimate new block and create
alternative versions of the chain. Most often a fork has a higher score
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 nd gets used by all nodes (see “Longest Chain”, below.) A fork can
a
be deliberate, or accidental. Between the deliberate ones there are
“soft” forks and “hard” forks. A soft fork is a change in a blockchain
protocol that is backward-compatible. That means that non-updated
nodes are still able to process transactions and push new blocks to
the blockchain, provide they don’t break the new protocol rules. A
 ard fork is a change in a blockchain protocol that is incompatible
h
with the previous versions, meaning that nodes that don’t update to
the new version won’t be able to process transactions or push new
blocks to the blockchain.

https://en.wikipedia.org/wiki/Fork_(blockchain)

https://blogchainzoo.com/glossary/f/fork

Longest Chain (also referred to as “highest difficulty chain”,
“authoritative chain”):  the chain of blocks that prevails in the case
of a fork (see “Fork”, above.) When miners “chain” a new block to
the previous one, the way th e blocks are “chained” has a value. The
harder the work done in chaining a block (in PoW blockchains), or
the closest a block complies to the consensus rules, the higher the
score is for that piece of the chain. In the event of a fork, when a node
h as m ore t han o ne n ew b lock o r b lockchain to c hoose f rom to
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 pdate itself, the node calculates the cumulative “score” generated
u
when creating each chain and chooses the chain with the highest
score(inProofofWorkthis“score”isreferredto as“difficulty”,and
the chain with the highest cumulative difficulty is the chosen one).
In this way, nodes in a P2P network can reach the same decision
without communicating with each other, but simply using the same
algorithm to evaluate the options presented to them.

https://zdl-crypto.fandom.com/wiki/Longest_Chain

Proof of…
 (also referred to as “consensus algorithm/mechanism
/model”):  a set of rules to reach a consensus in a blockchain that
allows nodes to “chain” blocks to one another by evaluating the
validity of transactions and the “score” of new proposed blocks. In
each blockchain, nodes “prove” the validity of a transaction and a
block using the same method, but many different blockchains can
use d ifferent m ethods: t he v arious c onsensus a lgorithms
that are named “proof of…” followed by a single word describing
the method ( work, stake, capacity, etc.)

https://blogchainzoo.com/glossary/c/consensus
-algorithm
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Receipt (specific to Proof of Participation in ZooBC):  a node’s
acknowledgment of receiving data from another node, giving
evidence of the latter’s participation in the network. To measure
its participation i n Z ooBC, w hen exchanging information in the
peer to peer n etwork, a n ode acknowledges having received
information from another node by sending back a digitally signed
receipt. Once a node has collected enough receipts, and when it is
its turn to create a block, it can include in the metadata of the block
a subset of the receipts it has collected. This can be later used to
prove, at consensus level, that the node has participated in the
network, thus earning a participation “score”. 

https://blogchainzoo.com/glossary/r/receipt

Token (also referred to as “coin”, “crypto token”, “cryptocurrency”,
“digital assets”):  a unit of value within a blockchain system, at
times used as an internal currency to pay for goods and services, but
 ssentiallyneededtopaythetransactionfees.Thefinancialvalue
e
of tokens is determined by their current market value, which in
turn depends on the level of users’ trust in the blockchain.

https://blogchainzoo.com/glossary/t/token
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Stake (also referred to as “locked funds”, “total deposit”, “locked
balance”):  a user’s funds that are locked or held as a guarantee.
Mostly referred to in “Proof of Stake” blockchain, the stake is the
economic purpose to provably commit to a promise that the user
won’t sell the staked tokens for a pre-established period of time.
https://medium.com/coinmonks/understanding
-proof-of-stake-the-nothing-at-stake-theory1f0d71bc027

Address (also referred to as “account”, “wallet”):  an address is an
alphanumeric string of that is unique to an“account”.Itisused
to provide a digital identity (which can remain anonymous) to identify
a sender or a recipient of blockchain transactions (for example, to
route digital assets across the network to a particular recipient).

https://blogchainzoo.com/glossary/a/address
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Address Type (also referred to as “account type”, “wallet type”):  
addresses are the result of a particular mathematical algorithm.
From a “private” key, which is secret to the user, a “public” key is
calculated and from there the address the user can share with others.
Government IDs and various blockchains have their own address
formats. While different blockchains have unique address formats,
ZooBC supports many different types of addresses in a single blockchain.

https://unblock.net/what-is-a-blockchain-address

Digital Signature (also referred to as “signature”, “cryptographic 
signature”): Digital signatures are a cryptographic tool to sign
messages and verify message signatures in order to provide proof
of authenticity for blockchain transactions.
https://blogchainzoo.com/glossary/d/digitalsignature
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Sybil Attack: a Sybil attack is a kind of security threat on an online
system where someone tries to take over the network by creating
multiple accounts, nodes, or computers. For example, a Sybil attack
can take place when somebody runs multiple nodes on a blockchain
network. Attackers may be able to out-vote the honest nodes on the
network if they create enough fake identities (or Sybil identities). They
can then refuse to receive or transmit blocks, effectively blocking
other users from a network.

https://en.wikipedia.org/wiki/Sybil_attack 

Fee Scale (also referred to as “fee multiplier”, “multiplier”): 
a variable number which set fees needs to be multiplied by, to give
an adjusted fee amount to be paid for transactions. Operators of
registered nodes on the network may take a regular vote on the
appropriate multiplier, which we call the fee scale, for minimum
transaction fees. This guarantees that while the value of the blockchain
token may fluctuate, the fees paid for transactions remain stable
against the regular currency.

https://blogchainzoo.com/glossary/f/fee-scale
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Peer Filter (also referred to as “connection table”, “P2P topology”): The
ordering of all nodes in the registry used to assign a set of preferred
peerstoeachnode.Eachnodecomputesitspeer filterand connects
to t he a ssigned n odes. W hen a node publishes receipts, t he
receipts it i s a llowed to p ublish m ust come f rom o ne o f i ts
a ssigned peers at the time the receipt was created.

https://blogchainzoo.com/glossary/p/peer-filter

Rollback (also referred to as “reorganization”, “reorg”): the work
a node does to replace the last blocks when it realizes it is in a fork
o f t he b lockchain a s i t receives a n ew c hain t hat’s longer ( i.e 
highercumulativedifficulty)thanitscurrentactivechain.Reorganizations
happen when a node realizes that what it thought was the canonical
chain turned out not to be. When this happens, the blocks in the
latter part of its chain (i.e. the most recent transactions) are
reverted and t he t ransactions i n t he newer replaced blocks are
executed. All reorgs have a “depth,” which is the number of blocks
that were replaced, and a “length,” which is the number of new
blocks that did the replacing.
https://learnmeabitcoin.com/guide/chainreorganisation
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Rollback Attack (also referred to as “51% attack”, “majority attack”): 
a rollback attack does not try to disrupt or interfere with the
consensus protocol. Rather it plays along with the protocol’s rules
in order to attain the effect of changing the blockchain’s content to
thebenefitoftheattacker.Ifanattackercancreate anauthoritative
fork with blocks excluding transactions she used to pay someone
in the legit blockchain, she get all the other nodes to rollback (see
above) into her forged version of the blockchain, where she never
sent the payment, keeping its tokens.
https://learncryptography.com/cryptocurrency
/51-attack

Merkle Tree (also referred to as “hash tree”):  a Merkle tree is just an
efficientwaytoprovethatsomethingisinaset,withouthavingto
store the set. Merkle trees are a fundamental part of blockchain
technology.AMerkletreeisastructurethatallowsforefficientand
secureverificationofcontentinalargebodyofdata.Thisstructure
helps verify the consistency and content of the data.
https://learncryptography.com/cryptocurrency
/51-attack
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Merkle Root  (also referred to as “Merkle proof”):  the Merkle root
is the hash of all the hashes of a set of data. In a blockchain block,
all of the transaction hashes in the block are themselves hashed
(sometimes several times - the exact process is complex), and the
result is the Merkle root. The Merkle root, part of the block header,
is the hash of all the hashes of all the transactions in the block.

https://blogchainzoo.com/glossary/m/merkle-root

Privacy (in Blockchain) (also referred to as “zero-knowledge
encryption”):  Zero-knowledge encryption means that service
providers know nothing about the data stored on their servers.
Zero-knowledge means that no one besides the user has the
keystoherdata,noteventheservicesheisstoringherfileswith.
Also known as private encryption, it is the ultimate way in which
a user can keep data private, though it does come with a few
downsides: most important of these is that if the user loses the
decryption key, the data is gone forever.

https://www.cloudwards.net/what-exactly-is-zeroknowledge-in-the-cloud-and-how-does-it-work

ZooBC 233

APPENDIX 3

ZOOBC - NEW STRATEGIES IN BLOCKCHAIN

Zero-Knowledge

Proof (also referred to as “anonymous transactions”): 
a zero-knowledge proof (ZKP) is a cryptographic method which
allowsoneperson(theprover)toprovetoanotherperson(theverifier)
that they have possession of some information without revealing
t he information to the verifier. A zero-knowledge proof (ZKP)
private transaction p rotocol h elps accelerate the adoption of
secure, private transactions over public blockchains.
https://www.altoros.com/blog/zero-knowledgeproof-improving-privacy-for-a-blockchain

Digital Twins (also referred to as “chain to off-chain bridge”):  
“Digital t wins” i s t he p hrase u sed to d escribe a computerized
(or digital) version of a physical asset and/or process. The digital
twin contains one or more sensors that collect data to represent real
-time information about the physical asset.

https://en.wikipedia.org/wiki/Digital_twin
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Nonce (also referred to as “salt”): Nonce is an abbreviation for
“number only used once.” In cryptography, a nonce is an arbitrary
number that may only be used once. It is often a random or pseudo
-random number issued in an authentication protocol to ensure
that old communications cannot be reused in replay attacks.
Nonces can also be useful as initialization vectors and in the
cryptographic hash function.

https://www.investopedia.com/terms/n/nonce.asp

Archival Nodes

FileDistribution
BlockBackups
3...2...1... ...1...2...3

Snapshots
Spine Blocks

Node Registration

Proof of Participation
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APPENDIX 4 - Consensus Algorithms

The blockchain space is saturated with attempts to improve efficiency,
security, and fairness in the way that nodes reach a consensus on the
history of events witnessed by the network. While the explosion of strategies
may seem overwhelming or unnecessary, each project (some more than
others) is doing its part in exploring the properties and
tradeoffs yielded by each approach, and the crypto community
is collectively narrowing down the proposed consensus strategies
1.bcz.bz/28
Darwinistically, until only the strongest are left standing.
Interact
Here is a brief overview of the major approaches to blockchain consensus,
and our reasoning to claim Blockchain Zoo’s Proof of Participation as an
improvement over its predecessors.
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Proof of Work Consensus

The Bitcoin whitepaper introduced the concept of using accumulated
“Proof of Work” as a method for any node to agree on which blockchain,
among forks, should be trusted. This approach was very powerful because
it allowed nodes to independently and objectively agree on one proposed
history of events among many alternatives, in a way that resists a “Sybil
attack” (because votes are counted by CPU cycles, not by accounts). While
many insist that Proof of Work is still the safest way to secure a blockchain,
time has shown some undesirable properties of the algorithm.
First, the energy usage to secure such a system is always increasing, as
miners participate in an arms race to claim more of the newly generated
tokens. As of 2019, Bitcoin mining consumes as much energy as the nation
of Switzerland (population 8.5 million), and as the token value appreciates the energy consumed is expected to rise. Some argue the security of
this approach is worth the cost, but we believe this is a less-than-ideal
property.
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Second, this arms race has created a condition where an individual miner
with average hardware is unlikely to find a block for himself during his
natural lifespan. To fairly distribute the rewards for providing hash power
to the blockchain, people have resorted to “pooling” their hash power
together and proportionally dividing the block reward when any of them
find a block. At the time of writing, there are about 12 mining pools with
a n on-negligible c hance t o s uccessfully a dd b locks t o t he B itcoin
h istory, with all others unlikely to ever meaningfully participate. This level
of centralization puts the “censorship resistance” property of Bitcoin in
jeopardy,asitisnotdifficulttoimagineaconditionwhereagovernment
or other organization may coerce 12 pool operators into complying with its
demands to censor some transactions. We believe this failure to resist the
tendency toward centralization is another less-than-ideal property.
Third,ProofofWorkminingdoesnotrequiretheconsentofanyparticipantson
the network for an outside party to become dominant. If someone truly
had the money and the will to buy a majority of the hash power and use
it to damage the chain, they could do so, even if all other long-time network
participants wished to prevent it. It is debatable whether this is a desirable
property or not, as it prevents the long-time stewards of the chain from
ensuring they can maintain control for themselves. We believe it is fairer
t o give the vote to those who maintained and protected the
network, rather than to whoever has the money to accumulate
hash power, and therefore we perceive this potential for
externalized control to be a less-than-ideal property.
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Proof of Stake Consensus

The first and third concerns described above motivated some to develop an
alternate consensus algorithm to objectively choose between proposed
versions of the blockchain history called “Proof of Stake”. In this approach,
the likelihood of a network participant to add a block to the history is
computed according to how many tokens on the network she possesses,
and the block she creates is proven to originate from her via a digital
signature. In this way, which chain required “more work” to create is
simulated by a calculation of which nodes added blocks at which times
andtheirrelativestakes.Thisdesignrequiresminimalenergyandguarantees
that, in a fork, the nodes will choose the blockchain created by the majority of
highly-invested network participants -- in other words, those who have a
larger stake of tokens locked to create new blocks. However, this strategy
still has some undesirable properties.
First, the second concern described above regarding the centralization of
miningpowerappliesequallytoProofofStake.WhenanewProofofStake
blockchain launches, it has very often all the tokens that will ever exist
“pre-mined”. As a new blockchain is known by few, it is very likely that,
either at the launch of the blockchain or at a later time, a majority of the
tokens will be in the hands of only a few participants who can distribute
them in many anonymous accounts. These few participants will create
almost all of the blockchain history, as well as claim any rewards, such as
the transaction fees, meant to incentivize the entire network to run nodes.
If one party owns 51% of the stake, or parties who own as much decide to
conspire, they can effectively censor the transactions which are accepted
on the blockchain, or at a later time create an alternate history which will
be accepted by the rest of the nodes.
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Second, even in the event that the block-creating power is well-distributed,
someone could come in possession of the private keys of accounts which,
even if they are now empty, at some point in time had a large stake. Using
those accounts, an attacker can create an alternate blockchain history that
starts from the time those accounts had a large balance. This alternative
fork may be seen, by other nodes, as the most authoritative chain, forcing them
to switch to it. An attacker might purchase past private keys for less than the
potential gains of creating an alternate blockchain history. Similarly, if
someone discovered a vulnerability in the node software which allows private
keystobecopiedfromtheservers,theycouldquietlycollectenoughofthe
participants’ keys to take over the blockchain. Importantly, as Proof of Work
advocatesnote,creatinganalternatechainwouldrequireonlytrivialenergy
to be invested, and so this hijacking of a Proof of Work blockchain could
beperformedquicklyandcheaplyoncethenecessarykeyswerecollected.
This second concern is exacerbated by the first: the more centralized the
blockchain is, the more vulnerable it is to outside manipulation. In fact, if
at any point in the blockchain’s history the majority of the block-creating
power was controlled by only a small number of private keys, anyone who
can get their hands on these few keys, even if those accounts now are
empty and abandoned, can effectively re-write the blockchain
history from that time forward and have it accepted by other
honest nodes running the network at the time of their choosing
1.bcz.bz/2a
in the future.
Interact
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Federated Consensus

The first concern above can be addressed by having a fixed number of
p articipants who e ach contribute to t he blockchain history e qually
(regardless of hash power or stake), thus ensuring that network rewards
and history-creating power cannot centralize to one entity. Further, the
second concern can be mitigated by ensuring that the number of these
p articipants (and t herefore t he n umber o f keys that would need to
conspire to create a new longest chain) is large. Consensus algorithms
that embrace this theory of security are known as “federated” Consensus
and have been well-studied long before the emergence of blockchain
technology for use in other distributed systems. While we feel such
strategies effectively address the concerns above, in other ways they are
a step backward from Proof of Work and Proof of Stake.
First, federated networks are no longer “permissionless”: It is no longer
open for any person to simply join the network and begin participating
in the consensus process, regardless of their merit or investment in the
network. Usually some centralized process exists to govern which
participants are admitted into, or ejected from, the federation, and this
central process becomes precisely the weakness that must be avoided in
truly decentralized systems, as it gives disproportionate control of the
network to whoever manages the process. Some Federated Consensus
models allow users to vote on who can be admitted into the federation, but
this voting procedure may also be vulnerable to manipulation.
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Second, this set of federated entities is usually well known (in fact, Federated
Consensus strategies gain their promise of security by showing that the
participants are separate well-trusted entities). This makes it easy for
an external adversary to identify who needs to be pressured (technically,
legally, financially, or otherwise) to censor the network. Additionally, by
virtue of the fact that the participants are already connected by at least
one entity (the entity which approves their membership in the federation),
it is not difficult to imagine them conspiring off-chain to achieve some
mutual goal.
For these reasons, we feel a pure federation is not acceptable
for secure decentralized consensus, although it has some
properties we would like to preserve. Proof of Authority and
Proof of Reputation (based on Proof of Authority) are two
examples of federated consensus algorithms.
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Delegated Proof of Stake Consensus

One of the most popular modern approaches to improving the scale of a
blockchain network is to use “Delegated Proof of Stake” Consensus, where
the accounts of the blockchain vote, with their stake, for a small number
of nodes, running large enough hardware, to become block creators and
thus support a high transaction volume blockchain. While this approach
can dramatically increase the throughput of the network, it does so at
theexpenseofdecentralization,havingsimilarflawsasconventionalProof
of Stake and small federations (as described above). Specifically, these
are the ease of quickly collecting enough stake to control the network,
and the ability of a small number of block creators to conspire to censor
transactions.
While recognizing the importance of creating more scalable blockchain
technology, a pseudo-centralized approach is not the correct path. ZooBC
aims for the technical and financial requirements of operating a node to
not exceed those available to the average user, enabling a blockchain
t hat i s d irectly o perated b y a l arge n umber o f s mall, i ndependent
actors. ZooBC offers a solution which both vastly increases the number of
keys which would need to be compromised to rewrite the
blockchain andmakesitsignificantlymoredifficultforsuch
actors to conspire or be coerced by an adversary seeking to
1.bcz.bz/2c
censor the blockchain.
Interact
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Byzantine Fault Tolerant Consensus

Another popular strategy for increasing the transaction throughput of a
decentralized network is an algorithm called “Practical Byzantine Fault Tolerance”. This algorithm is especially used in Federated Consensus, where
the participants are pre-selected, because it carries a particular weakness
in the face of Sybil attacks (when one attacker can operate many nodes
on the network) which would make it unsuitable for some pBFT networks.
While t he a lgorithm u sed can i ncrease t he s peed o f t ransaction
p rocessing, pBFT Consensus suffers from a particular property that cannot
be tolerated: an attacker controlling as few as 1/3 (one third) of the nodes
can prevent the entire network from reaching consensus. This may be a
safe assumption to make in a federated network with tightly regulated
members, but in a public, permissionless network, we feel this is too vulnerable
to attack. For this reason ZooBC follows in the tradition of
blockchains where an attacker must reliably control more
than 1/2 (half) of the network (and therefore properly be the
1.bcz.bz/2d
majority) in order to have a chance to control the network’s
Interact
behavior.
https://medium.com/codechain/why-n-3f-1-in-thebyzantine-fault-tolerance-system-c3ca6bab8fe9
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Proof of Participation Consensus

Basedonconsiderationofthevariousflawsandtradeoffsintheconsensus
mechanisms explored above, ZooBC adopts a few elements of Proof of
Stake and of Federated Consensus strategies, combined with a novel
algorithm developed by Blockchain Zoo to prove that a node is performing
useful work for the network. We call this “Proof of Participation” consensus.
ZooBC maintains a federation of nodes that we call the “Node Registry”.
Only nodes within the registry are permitted to create blocks, and their
probabilitytocreatethenextblockismoreorlessequal.Thisissimilarto
Federated Consensus. However, any node operator can apply for a spot in
this registry, and their admittance into the registry is governed entirely by the
protocol rules, not by any centralized entity. The rate at which new nodes
are added to the registry is strictly limited by the protocol, and the selection
of which applicants will be added is governed by how much stake they are
willingtolockwhiletheyareintheregistry.Asnodesqueuetoenterthe
node registry, priority is given to nodes with a higher locked stake. This
method uses a concept of Proof of Stake, to the extent that staking tokens
(a scarce resource on the network) is used as a Sybil prevention mechanism,
essential for a new blockchain.
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NOTE: T
 he strategy of requiring nodes to lock tokens to join the “Node
Registry” is applied only in the first version of ZooBC for the following
reasons: 

1 Togiveauset othetoken;
2 Tocreatedemandfortokens;
3 To reduce the tokens in circulation, thus creating 
scarcity;

4 Tolimittheinitialgrowthofthenoderegistry;
5 To prevent Sybil attacks to the newly launched 
blockchain.
Future versions of ZooBC will shift from using “stake” for prioritizing
access to the node registry, to participation score. The algorithm will
prioritize nodes that, while in the queue, collect more participation score
compared to others. This will remove the use of “stake” from ZooBC,
making it a blockchain secured exclusively by participation.
Finally, when nodes in the “Node Registry” produce a block, they must
include in the block some proof that they have been contributing to the
network (by honestly propagating transactions and blocks). Nodes that
miss their opportunity to create blocks, or which fail to include such
proofs in their blocks, will gradually lose “participation score” until they
are automatically removed from the registry. In this way, an operator must
maintain a node that is in regular communication with the rest of the
network to continue creating blocks and collecting coinbase rewards.
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Coinbase rewards: as for Bitcoin, ZooBC has no “pre-mined” tokens. At
the beginning of the blockchain, the total amount of tokens in existence is
zero. At each block, new tokens are created and distributed to the nodes
in the registry. When a new block is created, based on its block seed, a
pseudo-random selection of nodes will receive new tokens. The new
tokens created in the block are evenly distributed to the selected winners,
b ut a n ode’s p robability o f b eing s elected a s a w inner i s d irectly
p roportional to its participation score. In this way, nodes are strongly
incentivized to maximize their participation score, as this also maximizes
theirprofitonaverage.Afterenoughtime,allnodeswhichareparticipating
reliably should reach the maximum participation score, making the distribution
ofnewrewardsbetweenthemessentiallyequal.
This is an element of fairness in rewards that most other blockchain
technologies have not attempted to attain. For example, in Bitcoin, so
long as you produce the block with the most work, no one can say whether
you have been participating in other regular network activity. It is largely
t aken o n f aith t hat n ode o perators a re p ropagating b locks a nd
t ransactions. In p ractice, t his l eaves m uch o f t he h ard w ork o f
d ecentralizing the network to enthusiasts who run nodes because they
care, despite their not having enough hash power or stake to ever earn
rewards from the network.
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This strategy resolves m any o f t he f laws described in the previous
algorithms. By virtue of using digital signatures, ZooBC avoids Proof of
Work’s energy consumption problem. By the use of an ever-growing
federation of nodes, ZooBC equalizes the probability of each node
operator to adding to the history and claiming coinbase rewards and
avoids the miner centralization problem of both Proof of Work and Proof
ofStake.Byrequiringeachnodetoproveitsparticipation(intheformof
digitally signed messages from other nodes) ZooBC dramatically increases
the number of private keys which would be needed to be compromised for
an attacker to forge a longer chain, mitigating the key-stealing weakness of
both Proof of Stake and Federated consensus. By allowing anyone to freely
apply for a spot in the node registry, ZooBC a voids t he p ermissioned (and
therefore centralized) n ature o f a f ully-federated network.
In the long term, this Proof of Participation strategy results in a very large
pool of nodes taking turns to contribute to the network history and being
equallyrewardedfortheirservice.Creatingalongerchaindoesnotonly
requirethekeysofthemajorityof stakeholders,butalsoofamajorityof
registered nodes in the network. To attack a PoP chain, an attacker needs
to control far more than half of the nodes in the registry. Coming to possess
a large majority of the registry not only requires a large
investment, but also requires the time needed to have many
new nodes gradually admitted into the registry, it also carries
the cost of r unning real n odes p roving t heir service to the 1.bcz.bz/2e
Interact
network for the entire duration of the attack.
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APPENDIX5-Websites,Groups, a ndSocialMedia

Youcancontributetothediscussion,askquestions,andlearnmoreabout
Blockchain Zoo, ZooBC Blockchain. and BlockCoWork by visiting our 
websites, groups and social media channels.

Website
ZooBC Website

ZooBC Community 
Forum

ZooBC Mobile App

ZooBC Technology

ZooBC Questions 
and Answers

ZooBC Web Wallet
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ZooBC Block Explorer

Blockchain Zoo 
Website

BlockCoWork
Website

Blockchain Zoo 
& ZooBC Blog

Blockchain Zoo 
Store

Join our community & groups

Join our Blockchain
Community

ZooBC LinkedIn 
Group

Blockchain Zoo 
Facebook Group
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ZooBC Facebook
Group

ZooBC Telegram
Group

Blockchain Zoo 
Telegram Group

APPENDIX 5

ZOOBC - NEW STRATEGIES IN BLOCKCHAIN

Follow us on social media
ZooBC
ZooBC &
Blockchain Zoo
YouTube

ZooBC LinkedIn

ZooBC Facebook 
Page

ZooBC Twitter

ZooBC SubReddit

ZooBC Instagram

ZooBC Telegram
Channel

BlockCoWork
BlockCoWork 
Facebook

BlockCoWork 
LinkedIn

BlockCoWork 
Twitter

BlockCoWork
Instagram

ZooBC 257

APPENDIX 5

ZOOBC - NEW STRATEGIES IN BLOCKCHAIN

Blockchain Zoo
Blockchain Zoo 
Facebook

Blockchain Zoo
Twitter

Blockchain Zoo 
Pinterest

Blockchain Zoo 
Periscope

Blockchain Zoo 
Steemit
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Blockchain Zoo 
LinkedIn

Blockchain Zoo
Instagram

Blockchain Zoo
Medium

Blockchain Zoo 
Twitch

Blockchain Zoo 
Telegram
Channel

ZOOBC - NEW STRATEGIES IN BLOCKCHAIN

APPENDIX 6 - ZooBC Yellow Paper

We have been told t hat every “ serious” crypto project has a “white
p aper”, and for this reason, Z ooBC s hould have had one. We had a
lot of annotations taken d uring various b rainstorming sessions that
s haped w hat today i s Z ooBC, s o we d id p ut them together, cleaned
them up, and... boom, we m ade t his b ook! C ool, right? No, we still
d idn’t have a “ white p aper” for Z ooBC.
So we started asking o urselves: w hat i s a “white paper”? 
Here is how most d ictionaries d efine “ white paper”:
White Paper, / wa t pe .p r/intheUK,a
 nd / wa t pe .p / intheUS,noun.
1: a government report o n any s ubject 
2:a
 detailed o r authoritativereport 
The term “white paper” came about after the government color-coded
reports to indicate who could access them, with the color white referring
to public access. Yet, as we are not a government, the meaning we look at
is the one at point 2. In the academic sense, a (white?) paper is an academic
work that is usually published in an academic journal. It contains original
research results or reviews existing results. Such a paper, also called
an article, will only be considered valid if it undergoes a process of peer
review by one or more referees, before being then published in a peerreviewed journal.
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An article is supposed to provide an overview of a topic and is usually a
quite brief,whileayellow paperis a longer document containing research
that has not yet been formally accepted or published in an academic
journal. So a yellow paper, compared to an article, covers a topic in more
detail, giving an in-depth view, and often includes more research. 

Often research published as a white paper has also become a marketing
tool that promotes a company through a sponsorship of the document
itself, which is later used commercially for marketing and sales. Today’s
“typical” white paper is 6 to 8 pages long, but we’ve seen everything from
atwo-pageflyertoa100-pagebookcalleda
 “whitepaper.”

In the crypto world, a white paper is essentially a detailed description of
a project (often pushing investors to put money in an ICO). such “white
papers” are no more than an authoritative report that informs readers
about a complex issue and presents the issuing body’s philosophy on the
matter, rarely outlining an existing problem and a clear solution, and
almost never giving technical information. 

The“whitepaper”inthecryptoworldisessentiallyaflyer,orinthebest
cases a short document, that talks more about the financial benefits for
the investors, the market reach of the project, and introduces the team
behind the project. 
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We have put together the book you just read. That is more than enough to
cover a lot of topics. So what should go in our “white” (or, after learning
well the terminology, we should say “yellow”) paper? What topic should it
cover? How should it be written? 
We decided to go ahead and try to write an academic document explaining
t he i nnovation w e b rought to b lockchain technology: t he P roof o f
Participation. It is a complex system, and it is not easy to explain it in
detail. While it is fully clear for us (you can check the notes on the back of
our napkin collection), putting it down in academic terms, with the academic
methodology, is another thing. 
If you are ok with reading things like this:

then you may be a perfect candidate to help us complete the document (if
you do contribute significantly we can even add your name in the people
that helped). If we do a good job we then can be peer-reviewed and, who
knows, be published somewhere. Maybe on the front of some napkins! 
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To respect the full academic standard, we have initially written the yellow
paper using LaTeX technology. We used a program called TexStudio as the
editor, and we had to install a big old wad of packages and applications
called MacTex. Yet, today, to make life easy for you all, the yellow paper
is publicly available in Google Docs, open to everyone to comment and
suggest edits. You can access it simply by going to this address: http://bcz.
bz/yellowpaper or by opening this QR Code:

http://bcz.bz/yellowpaper
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